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. L»Lc ^jjjjitt JM> ISjiS l-vl LaJLxj 3 j 'i SjjjJI jjjlj 4-iUiS CjjLti sU^ai t(j-rj a;w k jSJ Ci'lf L^aajj tCixl vlw ^•■^-j lAcLlnaM o-Ub 



uS-uoll iajjJI CitaUaj Aj V^s-i ^"jji fjuiuJi Jij j Cilc jjuU 

iaa ^ jjj^wiii jt^jJi jlv'is jjjj 1979j» (3Com) as j^i jaJiVn « 

(Ray Noorda) b j>i $1 j 

1982 ?? uii 

j»uit ^liSJi ^ ajL» j viuis jui (Novell) aSj^i j SjL£]i asj ^n,,,) 

jjjbtjw JSauJ 3^1' J' aS jjtJI (Ujjaj Sjt^l 4Jl>- jj> J Mi- 5 nilljjT (^JuJI £ »L2uJJ 
J^> j^jtalu ijljj^sl J IS Jill .— il5-L-Jb iUslisJl Jjiin'tt Cil'ijil iJjJLjfc tSjj^u jjuJ 
Sj^a-Jfl Ai^ASti JUjLcUI Jj».?."ll tlitjjj jjji J*3=J jlSjjif (jj in, I 

SjbjJI lai- ^L. iSjji L> ^ j .S_L>-^4 JjiiiTi Ajjj ([jllaj jA«i> J«xi 

(Radia Perlman) oU Lai j 

Ifljlftaj jlS Jl&j iCiLuiU^ll JLot JM> Cjk.j^il Jbta j SjjjSJI LjjULjuj^ 

US uilS-uiJI arl'iif) Jbe4(j j^iS f»lji>.Li jU jjj jjiaftjj .LiSLo* la^ljiajjJI JjLuj^ 

.(Sun) 
(Yakov Relditer) 
<i} ^uuji j^jj ajjacimii ajii ^5 (MPLS) o^-i-P' ^ j j? 1 ^ 

^ jJbulj («4ui Jlii) -f^' * J>^' vlitSjjuJl »i dub (_^JI tlitSLuuJl 

) jLumS (Protocols) jijUIi 

rtS-ui, jjj>i jU« ^ (Border Gateway Protocol 



(Networking) ^tS-aiJi I 
(Sandy Lerner) ^ ^ i^jau ^ (Len Bosack) diij^j 

gj^il jJJj jj jjJ^ ^'j^J 0-* 0^ ljJ=»L». ULalLcl pgi^iTj J^JjJ 

5f» ji^sii 1 t'-P*^ *j u^iis o' i>» (*^jJt .Router 

Multi) ci^fjS>ijjjji j ^3jaU ajjbsSJi ciUISj^i oijj^t ^ 
1984j» j»uii j| (Cisco) j^Mj.n as^ tjuuia (Protocol Router 

J^jltu jy-^ i"u*i 0' '"'^.^ U J^2B jj A a^ujU aSjjuJl dJL^ CjIJli i a ij->. 
f ,jjS j^ai j^lLj22- I v j jjS'l JLsj Lajii ^^nJI J| AjiailJI 

) a^iji^ii ciijii^i c^l*^ ^Switches) ci^iiiis aur tJ ^ c5>i-! 

jSmj ■■■ iVi'i j ajSLm^Ul Ci^Laj^l 31 j^i ajLulj aisaiu l^! j i(VoIP 

(Desh Deshpande) ^ua^ jl* 

) aS jA UjLlc 1991f j»LaJI j OUjIail CjUjL> Sj^j c£-AjLluJ ^iks'l 

i»^iL4 j jjjS j^j I4J ois jui (Cascade Communications 
a'i<_i^» Sjj*.^ Sjjii as j^iJi 0^9*2 .(Frame Relay 

.j^j ciijLi»4 ji »j5 jiij jjj ajiuii &\$iJ2\ 

CiU^iadl CiISLlu sbl ^j^kkjj jjxujaj <uJl5L«' ^ i^i ) i\j itib Ci^Lul JLnJ 

.1998j» f»Uz (Sycamore Networks) as 

(Bob Metcalfe) orfiSb « ^ 

J973j» (Xerox) t>«Sj>jj as j-i. l5jJ j^ju ULi Lijj^» 0^ Ujo^ 
fjjji oijj^ 31 'g- jui ^(Ethernet) cij^jji £.i>l>-Li ljiISLIij 

.js^ujtll j JLc 'I 1 nil 'ill j ■"■K i.f.K (sJbu iU^ia aLo Ij 

jjUIUI JiaUUi j^^ilgil ji . w >jjlj jl> Ju£ I^jjs j ' y->"i' lSj" 1 " « 

o&u&iu a^>b. ajuj^ abwjji NetworkSet 




(Linus Torvalds) y»xnij^ ^-^J 

Uauia. Qua ois uiWi <(Open sources) A»>Lai jjl^ii ^aJiiSj^j ^ jjitu 

199 If j»icdUjj (Linux) ^S'iA p<b Jj*- 1 " ^' M ';^-^*»j''^i'j-"\'^^'-i* 1 > 

2L2Li»Vl Jjjj-Vl ^^""■J '\f»-.' 2Uj5LilJt 2uUjeJI ^t" 1 ^j-a jjUail d-Lb ^JLlLSj^j jj*- ( 
I JUjJ ft»»j5^1l jjluail jj^iaj (J^Ul4 ,j L±1L>> ^jUl^j^j Jujj -l&jj^iaj Jaj^J I (j ' I f (Jj. Wilt 

(Scott McNealy) 



(Internet) cujX>^\ 
(Mark Andreessen) 

j^tiajJl jSjit ^ AUc OjJL* *1993j» ^OjJ! AjwU- lVO^ Ld^ 3 0^ UJuj 

gciugfaU jtSybb (Eric Bilia) U-udbj! AB-jJLua a* QjUUb t^uujJut tjj jxuSlI CileLukuJ 

^ jjSft 2GtuuJi cuts .^tdi&iuiVt ^la^wj jj.iH") a^i^ )rowserB( 
£U u ou. t^jj >ijyi a5Lu£p ciU^iaii J|j>-3^i 2uc>j diiu (Mosaic) dujijj^ 

.1999 Pj »MLoudcloud 
(Tim Berners-Lee) j jjjjy ^ 



sUlLu^JI J 1U7 V w ' j SSI " ^jlai- 1 995(i pUJI j^— l^aj dlJjLl ^jSbtU CllSLuiJl iA d^ £ - 

.(Java) liLp- |<uLl ^xuell -UJ-?- sbul Jl 



(Telecom) a^SL^t ^luaj^i 

(Phil Evans) 

rtS juii ^tW ,>3 >&r 2uSluiMJl Ci^L^jVL) £L^beJl CjLocjjI jjlu,^ US .tuSlLu^Jl CjVUsjVI 

.(Handbook s'Network Manager) a^<,Mi ^us cjUJ^ aj 5 4( *juji j>> 



aa«u.Vi jjjUIi ^ 5 jbt4 (| jj^iaUi 2uUfi ^ .(World Wide Web) ^u^Jt as^ua 

.( W3C) 2uIUJl do^Wl ^1 j-) djtj cUsLv tiUdislI dJLft j>U%lui^ 

(Vint Cerf) Jsj^uic 



4SLuu.ll la (J2uJu l^jpi Ajuju4 «U4jJbu4 LoUau j CujojVl ftSLuaJ Jia!3 LaOjlc 
LglLuji j^Ul j^jJtJi o' '-t.t jii A^jixll dlD J/jjr'i- m" UjlIcj .l^JUil^l (5 >»>Vl d^fdJ jjSLw f»3^- 

) Cjj^jjVl JjS^JJjJ j5ujl L^dJl J9 juu >-lLl3 Jl J^aj dil j j JaaoJI^ .Aj^iiaJ.! dU^ladU Cljlc. 
f^Jl ^ jju JaJUJ tAjJuiell Cl\SLu*jJl wtiabiUlj JLajVl {JjLu/J jjjlaj ^ (tk^w/l i^jjl (IP 

(Jon Postel) Ji^o** 
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(Maria Khorsand) 



■ t ( EricSSOn) CiVLajVl S^^.| 5 ^II ^LLj* iIjIS jai ^$jS £ J^aJb (Jar"!"! 

jlSHjb jjLujj^i. «Luit j2 (jjJl ^jWbJl Jjj^ j»Q 1998j» j>UJl -AjSIw^JI CiVLuajVl 

.^j^l.i.MJl CiVL-ajVl (*JU. ^ S jjjS aLoj rru^.) (Bluetooth) Ci^j^LJt rfj'in"i 



^jUl j^jbtll JuJutll jj^Isj jjic J^c l5 jjl djjj_byi ASLuu jjouuU Ajb «l joeJl l>^V ' 

( Computers ) l^i^sJi 



(Security) j^ifi 

(Shlomo Kramer) >«i jS ^.^Li 
2ijU=ei jjiii jjjiaiJi i(Fire wall) ^jij jiaa- -uju& j^Sj ji s jjjS asiui j^->i uiii 

,^5_uiJI CiIjLulji ^k. ^jUj,..1i ^j&g (<iS'fl11 Stjliir ^ CiISLluJI clj-U j^Si 2uj15L«l ^JLa ^^ic 3^M£ 
^pSl Iritll j CiBLulli <Ujj5flj iuUreil jJa! ftft-lJ J J^>flil Ajjt-Jl Ob-^ 1 J 1 ^^ O 1 ^ 

o (Taher Algamal) j**Ji 

Ajifj ^ (Netscape) tt M^>nVi aSj-l j cUU^i ^ UjLuA .^iai ^ laUutU 

jjjflj ^ LluiLuI ijLutd jyJLi (^jJt (SSL) j*£ijjjl jyLjjJJl jlSlbb (Ja%11 '•**'* sJi 

^^ajfljjl jk. LujISJ^ VJ^' (jl^l DJLij^- Miu 



(Laurie Bride) jji >j 
j^Ji ajoJ jis .ciLujbaili ajIjuj oUuiUuJi j (Boeing) ^_u^j as j-i cijj aUc s >^ «Lui 

tlg'u. ; i L» ^ uilatgBji] Aidlg&il jj jJ-uSUl 534>>i l^LbeJ ^ibilalllj ■"■l^lj"-^Vi ^yiuJl 

juqa .(Open Systems) A*>iai 2uii&b j^u j j^i ^ j^aJi aJ ois ^ ^J^J 

• A^ll.Tfcll 5j^»^l tjj-i wtiabtUl Aj.U.f Jj^uJJ 

(Bill Gates) 

CjUuj j^laJ ^5 jJi ^LuVl Ajliuu (IBM) c&jmi fji^uL LbaJac ,_yJi ASljutJl CulS jloJ 
ljji^^,.tj Ala^ujil cf\ SUtagaaJl dj^>>^l ^4 J^UUl ^Jbeluull ^^lc i"<1^,mi jbilj^l AjuuIj Jj--t,i"ij 
jt_Jij ,j ^tiilj jji j^JJug (Jjj.tiiu.lt A^jli jjijl^l jlS .OjuSJlj OjyLaJt CjLxu^II j; (jAt.Jl 
) dil^UJ^jSjUj ASj-ui CiApd Jl2J -LOjLuj AjJLa£J ClUbjJl £4 J_4buJl^ (^Ijifilui^t jj —uJLu^'l 
(*Jlc cl jjlj 2L*5t* jJl AcUuaJl J! 5 j%jS CiUl4«1 A£Ls»l ^ JjJ l^*u«i J^' (Microsoft 

. Aajj.iiubftJt 5.r I 'iu-iM 

(Lou Gerstner) 




,is^ju a^>ii> ^Lu^t aisLa j^i NetworkSet 





(RD)ji ojSj uip- jissxj >iJi i jA^:(FC) Feasibility condition - ~<&>\* J* o^p-^vi jj*. uiioi jji ciU^LaSfi ^uaaJi ^ ijij^w 

.(FD)Jij>« J^i o!i <cib-^vt »jA js ji\j (Distance VectorJi ciVjSjj >j 
jjasu lsjJi neighbor router ji ^ :(ES) EIGRP successor - .cib-^ifi oj& joa 

.ljl> &j a^. jt jj i^ jti j pjbeiujii '(FC) ji <ui DUALji ^ vi <aij>siJi 2djUJi oj& (3 EIGRPji aj j>ijj ^^loifi oja^ 
jl j^^d jiijbeiu,^ juijt >Jii>ii :(FS) Feasible successor - .Algorithm 
.^SJ^ioSUjV .EIGRP successor JioiJb.^Aiuw^ CostJi | Distance VectorJi able cjuOci 

:(FSM) Finite State Machine - Algorithm 
ju^jj 4 5d£ ci5fb« ,j ojjdc citAj-Jaj <Uj <j»ic j»^«iu 3a p^i ija> o& £A*«Ji i j4>iBellman-Ford algorithm (1) 

<dii j ji lsj^j jji .ju^'sri ^ cyi >«j o' o^ui i>> y^ 1 iSfllUswn ^j^ 3 ^ <3 »>"»J Routingji ciST^s^ able 

.LjLu^yi aaA jc 2lu jiit £jUuji baJj oSb H J^Wi 'V^ Traffic 
J.J. Garcia-Luna-Aceves j^oji jj^c 1 u^i^ju^^j > »jHj^ J j i kj^(2) .cdi^Ji i 5 j^s aj&iu ji^ Convergence Time CjSjJI JaL: X 

lEigrp Cost Calculations oi>i»jJii-« 201 0. j^^jjLcciisuiiizaato^ijij) ija 1^>-Ij JSLiu Sjx. ciLu l^»st>. Sjbjj CilSLuJi f«>i £-» jSJj 



ji j&jMaii juS 2-u»3jJ DUAL AlgorithmJi ^> ij& j»jbsi«<J9 

.(ES)jj Fail aju ,j EIGRP 
£j>«s j}U (>. DUAL AlgorithmJi Uj >«j jji c^bJi t>>jieb 

: juji ^^ui^ui ji jiU. (>« (FSM)Ji 



c 



DUAL Finite State Machine 



Lost Connectivity to Successor 



Promote to Successor 



Install Successor in Routing 
Table 



Select New Successor 




NO 


Place Destination Network in 
Active State 










Query Neighbors for New 
Route 





Install Feasible 




Remove Destination Network 


Successor(s), if any, in 




from Topology and Routing 


Topology Table 




Tables 
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3 



10.0.0.0/30 



loopback 
172.16.10.1/24 




11.0.0.0/30 



loopback 
192.168.10.1/24 



Ijbil Jjjju Jc i^j>«jJl 

counting to ji - 
ij| . js^iJi ija> kuia infinity 
B j A ^ linkji ^ aisa « cujl> 

CiIjjjIjJI Jlj^uJ B Li& i 

C i ■ UJe^ A J| i^jja l>c ^T^bu 
(jSJj t A J| Uaj^la ^>au <Ui 

^ jUjVi B Jib<yi ( 2 hops 

.2uL#j i/U J| I jSu*9 .B jjjJa l>c A J| JjjjJaJl ^Sjju ftmn'i C ^JjJ^> 

jj^i-ji ca^iu i Long Convergence TimeJi a&a* ^^sjJ>.\ ~a\$«\« - 

fV.UA.il 4Sluu J| AjklHl ^jiaJI Jc jJ^lj JS uSjaIJ - JjajJl IJUb a-L>b i^jjl 

JSUM & Routing Loop o>a*. ji lsj^j 
lS JJi as^iii TrafificJi SjUJ Big Overheadji 20Si« - 
i/JJi Bellman-Ford algorithm ji ,>c aiu>i=J djejtii Sj^ju 
jS ji ^^30 js Routing Tablejj broadcast j*«j 

.rtmni Routing TableJi 

Utju \jJ> i JSUJl o ilft 2bslUI (3Ja jx, os&Jl n"if i l"mt la j^c,^ jSUiiil o Jl& JS 



:<ajuii o! FSM Split Horizonjij .Split Horizon mechanismji 



2uiju 2ui$iji Ujia isLa J .Route Poisonings Reverse 

.Topologyji laa, UjjJ ots ij| (2) .Dual Update Algorithm Jij|c.Lu*uJJi 

:EIGRPji JiSjj^ Aoic j*aii Bellman-Ford algo- Sjjuiii o^ij jsuai j^j fC 

t5 Routing TableJi j| j^-.n.j EIGRPji jjS^jjj^^j^iidac^ij jj.juj^i^j^uiniaj.rithm 

kuS js j^i oi .R3 .Distance VectorJi ^ $ yii* j-tti «ul 

.R2 jjja ^172.16.2.0/24 ^uiij ^j^i ija j»c a^jja ^ J 1 ^ 4 1 

JjSjjjj aajja 2U9JUH adAj (3) • 2.j>*jJi i aa> J CostJi >_)U>. ^ 7^>ji^A\ 

:EIGRPji iiio ji^sji l>c «aji pLi, olr*^ 1 

FSM Debugji Jjjuuj j^^ii yh 2 *** * .as^iJi j ajjis cujl» ij| EIGRPji Jjuu (fM u 

sLiji FSMjl Ji-b CiJbu I jU l5 >U '* JLifi AflJuiall RoUteSJI jjj J<i»Uu JuS . Aluta SSLumJ 

.2ut£diJ J^ajfi 

lSjUoJI jA j ^ istiol j j jSj ji — ay (<i.Lftlh,o 5 JLc ^JUa Ida j J^jjij ji Jj2 

JjLu ji JjS 

.2Cluw *4>. j| metric js! ^ :(FD) Feasible distance - 
neigh- ^da-Wi jji metricji ^ =(RD) Reported distance - 

.ajjjw j| j^^ji bor router 

Richard Bellman and Lester Ford ji M 1 ) 

5) NetworkSet 



R3#debug eigrp fsm 

EIGRP FSM Events /Actions debugging is on 
iju R3 jc FSMji J dssj Fail <u cij* R3 .R2 jjj LINIOi oi j> 

:JUJIS JajJIJ 



<D 



*Mar 1 00:19:26.115: %DUAL- 5 -NBRCHANGE : IP- 
EIGRP(O) 100: Neighbor 12.0.0.2 

(FastEthernetl/O) is down: holding time 
expired 

*Mar 1 00:19:26.119: DUAL: linkdown: start - 
12.0.0.2 via FastEthernetl/0 
**Output Omitted** 

*Mar 1 00:19:27.083: DUAL: Removing dest 192. 
168.10.0/24, nexthop 12.0.0.2 

*Mar 1 00:19:27.091: DUAL: RT installed 192. 
168.10.0/24 via 10.0.0.1 

*Mar 1 00:19:27.091: DUAL: Send update about 
192.168.10.0/24. Reason: metric chg 
*Mar 1 00:19:27.095: DUAL: Send update about 
192.168.10.0/24. Reason: new if 



*Mar 1 00:11:37.339: DUAL: rcvquery: 192.168.10.0/24 via 10.0 
0.1 metric 4294967295/4294967295, RD is 158720 
*Mar 1 00:11:37.343: DUAL: Find FS for dest 192.168.10.0/24. 
FD is 158720, RD is 158720 
*Mar 1 00:11:37.347: DUAL: 10.0.0.1 metric 
4294967295/4294967295 not found Dmin is 4294967295 
*Mar 1 00:11:37.351: DUAL: Peer total/stub 1/0 template/full- 
stub 1/0 

*Mar 1 00:11:37.355: DUAL: Dest 192.168.10.0/24 (Split 
Horizon) not entering active state. 

*Mar 1 00:11:37.355: DUAL: send REPLY(rl/nl) about 192.168. 
10.0/24 to 10.0.0.1 

*Mar 1 00:11:38.135: DUAL: Removing dest 192.168.10.0/24, 
nexthop 10.0.0.1 

*Mar 1 00:11:38.139: DUAL: No routes. Flushing dest 192.168. 
10.0/24 



^jjs. ^192.168.10.0/24 as-ui js Routejt Rl ol m 

ojJ CiljjJbsjJI JUijb IJU («j iR2 yb lSJJI^IO. 0.0.1 Ala }fjj j»Jbs!u<lj R3 

.Next Hopjt Metricji jyuJ ^^192.168.10. 0/24 asoiii 
qh« ju»)b DUALji ja R3 tjic fl/0 jLc iji ua^ 

IJUUi {y> QirT<\ US i{uu ~<\ njn^l 



Rl#show ip eigrp to 

**Output Omitted** 

P 12.0.0.0/8, 1 successors, FD is 28160 

via Summary (28160/0), NullO 
P 12.0.0.0/30, 1 successors, FD is 28160 

via Connected, FastEthernetl/0 
P 192.168.10.0/24, 1 successors, FD is 156160 

via 12.0.0.2 (156160/128256), FastEthernetl/0 



tjj> <U £Ua£jl l51 iijJL>. Jjlj DRjl jLc 3] ^^btiiOSPFjl JjSjjjj^^uSIc IOAj 

i jljj^. (>» ElectionsJi a^Uc $ <*jj2i)i DRji j±. jjj (t Jbsii DRjj puaji 

^1 r-.IC ,,7,11 ^uijtj jjSi CiISLlu p OSPFjJ sUjIa auv. sJlAj 

.EIGRPji bai f jiti-j 
Alfitj ilia 

^lx .>■•»■ I AjI ji-'j i^-ir-vj dlTj iJdaaall (jU: cJ^b j dill cA^i 

1432 

Relationships citftlali j»c j EIGRPji i^ic u^.i jli jjuaji ) 

.Sj^bsil jljjjl jJl 



o 



Jj Routing tableji iy, as-uiJi aja us Jbu Rl j»tal 92. 1 68. 1 0.0/24 

(4) topology table 

.OutPuUl A OsUP-^ 1 lWjJ^-J' t>» I JAj O 

jsiii 3 us 1 92. 1 68. 1 0.0/24 as_ui j! Route ^ jiSi Ujlu. oK tS» U 

tDUALjl Uxa jUUIi JaaS tS JJJ I^JUj < 

192.168. asLut j^. jj R 1 J Xm^ih ajsuii Routes J u Lg>a * y 



1 


Rl 


10.0.0.0/30 




■2 / 


1 .1 fl /° 


/fO/0 






loopback 




172.16.10.1/24 


.1 / 


■a^/jO/0 


12.0.0.0/30 


R2 ^3 




.1 \ fl/0 






loopback 


11.0.0.0/30 \ 


192.168.10.1/24 


yo/o 


.2 


.2 ^ 


' fl/0 




S R3 



Rl#show ip eigrp topology all-links 
**Output Omitted** 

P 12.0.0.0/8, 1 successors, FD is 28160, serno 6 

via Summary (28160/0), NullO 

P 12.0.0.0/30, 1 successors, FD is 28160, serno 4 

via Connected, FastEthernetl/0 

P 192.168.10.0/24, 1 successors, FD is 156160, serno 7 

via 12.0.0.2 (156160/128256), FastEthernetl/0 

via 10.0.0.1 (158720/156160), FastEthernetO/0 



us 192. 168.1 0.0/24. as^i jij^^j^jjb^ujRl oiJ^^ua, 
as-ui jijj^u'uu f» jbsiuUi i OutPutJi || 

j* 192. 168. 10.0/24 
via 1 2.0.0.2 ( 1 56 1 60/ 1 28256 ) , FastEthernetl /0 
oiJiia-MiiFailAJciJi* R3 S R\ o^LINKji 

tjuais FSMjj "\2uU j*»ib iju DUALji 



dis^jb A^b- ajuj^ ajcmJji NetworkSet 



t_JlL t> ^^jj jAj jjj^jl^Jl Emulation fj% s^jj 
^jjj^ ^ic-Vl ci^l^^l ^ ^^ij^Ljj 2005 (*^- c ' t — J t— a j'i i 4-<iajjI ^joij^ja 
3 i.nl'xiti a a uull jL^aJ Lo JSj %jyia IOS ^ ■"' - a '*''."■ CCNA 

4_ixauj ltM^ J^J-J t ^-^ c - OJ^-JJ ^Pj'^>^ 

lit, 

lift j aJSJIuJI (jlS-a Cjjl jSilui <g-aJj (jjAj jjSlj ^ IS ■* all l _ s lc. i—sjxjll 

4j*3IjJI iiilSjuili tjl ^ya Troubleshooting j £i*aJ ^ eja. 

lijj -USjiuJl iilLakja ^ a a IS ui a lilli&j I ilia o ^ jjjIj (JS (jjSj 

La jA ' " >1 ;l~» all 

^-qU^)j jl SDM ^-°^i^ GNS3 jl p'O^I 'ij-^ll -^o o^ -0 ^ ^ Lil^all 1 1 iajl j 
ill WireShark V- j^W* JIA? SA^io jjSi v ^jaJ ^1 jjj VMware 
u-° *_3^ lil^U^iuiLi (jiiioLu^ll ^1 iaa.!taj Packets -Jl ill jj 
j j i n j i nj^l i^m a", „t (J15j ^pji i(J]g-pc -^aja - lillil CjLoI^JI j j j i nj . » j^lt 
liLuiijjl^ll ,_^o j»l jll iaij dljjjjll Jx^J mmap = true A^ala. fl.vs ~i.pl ijS-ajj 



Cisco Router Simulation Platforn (version 0.2 .8-RC2-x86> 
Copyright <c> 2005-2007 Christophe Fillot. 
Build date: Nov 9 2007 09:54:39 

I LT : loaded table "nips64j" fron cache - 

I LT : loaded table "nips64e" fron cache. 

I LT : loaded table "ppc32 j" f ron cache . 

I LT : loaded table "ppc32e" fron cache. 

Hyperuisor TCP control server started (port 7200>. 

hut down in progress... 

hut down conpleted. 



Reading configuration file... 
Network successfully loaded 

Dynagen nanagenent console for Dynanips and Penuwrapper 0.11.0 
Copyright <c> 2005-2007 Greg Anuzelli, contributions Pavel Skovajsa 

=> list 

ane Type State Server Console 

1 3640 stopped AnR-PC:?200 2000 

U 3640 stopped ftnR-PC:7200 2001 

= > 



Server 

AnR-PC:7200 

flnR-PC:7200 



Console 

2000 

2001 



^alj^)J Ijl^ -0 L>^^ i-i-axJj Q" | 2-°^i^)^ A_lq^joj^)1I A_gial^ail £C-olj^}J 

mmap = true j^l u^jj idle-pc L^jIj ^^UjJI 

Jeremy Grossmann j Xavier Alt "jij^i cA*\Jl\ JjSil 
. CCNA o-jj^ t> er^^ 1 cU'^l :J f^^i jAj 



Cd« Vim >Mp 



:®J>i& // ■ ► ■ ^ ^ □ O 



e n 
On 
e o 
i> 
»«s 

O SW1 



o 



*H - . 

0 f L. r,r.,.ll 
0 ASA • ,:f 

MM t.p,u,;» 
£3 ATM twitch 




l!i!>Ij1I ^^Ic. j-aj jl I . laJ ■* a '■ aiS (j^lj aSjUvct JU (JLLall (jjSj (jl ^^^iajl j 
^c-alj^)j Ia^juj CCNA d^l^u ^jj-ujIjj CjjSUII ^>a I^jj dlla. L_LljjilLl £L*a!^)j 
GNS -II >""j3l <$a.l jll Ui«-ij JcVI Cibl is 'ill *a (Juj-oUjjII 

■jJpJ 9J-0-C 
A 



Dynamips ^> ^ 
Packet Tracer 



GNSa 



CISCO Networking ^^Ijj ojjjki ^ CISCO t> g^j* 
j^aillj oi£La^il jijj clu^ Simulation sl^^ g^^jj jAj Academy 

^LaxJi ^iJ3Ll| i ^^Jail! iaJ^JJ ClAj^U! (JJJLiaJ (jjiuijl^ll ^^cj^C- lV^J ftjffi^ J 
q > aj i i a ^Ltlil ^gi (J^l^j-all jajjjIjj CIu^LjII (JjJaiij 

*LMalai] ^>-sijV^ lI-oj^Jj jJj^aSJi pl-li jjit J^Jd *^ L " ^ Ajcjajjj ^ -WA".,.,1 
Jj^ailj JSLAJI ^>^XJ 4j J^iij jjJeVI tW AiSlj CCNA L>"JJ^I 

,Routers, Switches, Hubs, Wireless Devices t> SlSla-a 

End Devices, WAN Emulation 



Jf C«oP«<k«T 



EKtenscra Heft 



noH^a DO,- ■■• 

Lo gical tRoot) nw( 



S«t Tikd Badcgrourxj 



' 



Or- 





Time: 00:00:16 I Power Cyd« Oev»c«* 



Realtime 



TV mi M flO^ 



Pa r-a r-a ra 



r. . >; ■ ■! : -<.;: to the 



y Scenario 0 » 

New Delete 
To«te POU Lot Window I 



Fire Last Status Source Destinatior 



o 



( " Lia £}A Jjjll*£l\ O^JJjlj ^aJlXJ ^^Lalij ajlatjll ^LlaiI^JJ Clu£Uil ^^HajiJj 

Simulation * ^ ^ 2-°^^^^ ^j^j tiiA-ol^llj ^^olllu j^jII i a 
l^Aj diSjll j (J j£ jj j^>jli ^)^*^ O^ -0 o^ 1 ' " ^ cJ^ijl (JjLAAij 




id ARP. OGP. COP. D«CP, OKS. OTP, 
eiG«P, FTP, M.J23, HTTP, MTTPS, ICMP, 
, ICMPv«, IPSax. ISAKWP. LACP. KTft OS**. 
PAflP. WJ. RADIUS, RIP, RTP, SCC. SMTP. 
SUMP, SSH. STP. SYSUOO. TACACS. TCP, 
" ' " ■ T*Jn«, UCX>, VTP 

I F.l*rt ~ All 



n j.-.- | Cyifct P«yiO» PLAY COWT»<Xi B*tfc tuAo Cttvn / Pin Ctvtvn 1 1nn.fi L t.«^t L.H t Stniukltiuil 
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i it— ii p*» n 


kWct a Qavico to rf..g .m.i rj:cp to tha worktpac 


Tow*« POU Lot wvxkm 



it Statu* Source DaatmMmn Type Color 



vJLcJI 1 in ^ I cuLjjJo i^uLUI ^ i m 4 ^ ijLo i^uLUI j mS ig vJLoJI vi inVi U 



<2) 



NetworkSet 



o- 

TV Broadcast 



. :C,X C Window* Modi* Pbyti 



EBB 



4* 



| 8i&»fc<Tirtfl cn port 7474 it 1/4 _ ftmrntte 2500 




• 8 U Broadcast 

Device 



0©® 



File 



Help 

Video capture device. . . 



Audio device. 



WM Profile 
Stream format... 
Video properties.. 
Audio properties.. 



Video codec 
Audio codec 
TV tuner settings 
Flip video 
Controls... 





Users: 0/4 



Frame late: 25.00 



PAL Alu Jt£u lSJJI jj, l.i All jLljls JUJjsj Jji o^Sj J^ui tCJlill SjiajJl 

VIDEO js 4*>ai j^u ^ ^ dttj or SECAN or NTSC 

Sj^to ojj>j SUuaJl ^ fjisiuil jU*ll ^ujl jUaj UbJLuj PROPERTIES 




Ci ' U Broadcast 

Device 



BO® 



File 



Help 




Video capture device... 


► 


Audio device... 


► 


WM Profile 




Stream format... 




Video properties... 




Audio properties... 




Video codec 


: 


Audio codec 




TV tuner settings 


n 


Flip video 


► i 


Controls... 





Users: 0/4 




Set channel. . 



Frame (ate: 25.00 



-lt_JI J^a^ 
c.jS J! 
jlaLLII 

JjIS 



45LuoJl 



.•£8 



tj&g a< ,.tu bi iSjLLa sLajjia J>» IjjIjli laJ UI ai...i,..n bijtLji 
Ja^u. (jllllj 2L>L$!l ^utubl^AI jjjS3i Jt"" 1 JlLqj Js^uj u2!l^ Oj^aJlj Cijj^all 
l _^L» lj-u> ijiLij 0' J^si jJ'_9 dill 0' W^J^ Js- 1 " OjSj ^3x^3*1 _fj~ *'"' 
A'j'fl&f jlhllll SSjLuLa 42ujla J 3* O _jS3 f ^jJI lj$3 l _^Ljuj Ju tiJLt jj A». ^jAj 



TV Tuner o *j ji^ & 
jsm\ iaji jJi oj AU«at3 £jWtm' U-Broadcast g-»u jj 

http://www.softpedia.com/progDownload/U-Broadcast-Download-22775.html 

JlJLcSfl Slij^la O 

» la jlju j .m&II (jlc ojjj jS ' . ijS>3 (_>« JkSllj Sjj^i JS JjS^ aj'jj 
1,1 j(j ti *"'L.<l' i *'*'O l JJ H'5 <ijUr a jji. l£I rLoui' jLjisJI L ^£. £_aLi j: 11 1 — ".' 



'U-Broadcast 



ile Device Help 



Video capture device ... ► 



Audio device., 



✓ Bt878 TV Card 



WM Profile 




Stream format... 




Video properties... 




Audio properties... 




Video codec 


► 


Audio codec 


► 


TV tuner settings 




Flip video 


► 


Controls... 





Video SVideo 
Video Composite 



Status: Offline 



Jseis: 0/4 



Frame late: 22.06 FTP idle 



j}i> <y> dJosUj us video Tuner ^lc s jiisfi £*b$j c«a |«SJ ju^oj us^ 

2t».sLfl)l S j^uaJI ^ US lUjJU" lS jJI jlssslU 2Uobs)l I j>at<3l dSjLLa J-aU jsl\ I 




Fi«ni«e 1500 FlPde 



C*l«flKJc 



l£I JS ^Ubii sJLau OjSj Js^ui Ljj^f LjL&bsIj Jl » ■ '■ 2l>jLo]I .".i^U^i ^ 
il JLcal 2LajjJsa J>> 2UUIS sj^ioj ^usell 0_$S-> Li j£ ji q\ J^ia^l ^jSJ jjjju 
US OjS,; k^^ui Cj^uaJI jS j_4 1 >ji )t1i Qjjjril'll ^^S Jjbsj ^1 Jju 

;Ll1>1 _L;.LC LyiaejS SSjltU 11 ^^Li. I _-yllSJl jluU jl CU jl 5! -1U jj j,.-»H j Qja$A 

® 



disL^jb ajuj^ ajcmJji NetworkSet 



o- 



768 Kbps 384 Kbps jt^iil ujb j^i ui^ a^bit 



5 U Broadcast 



BUS 



_ Help 
video capture device. ■ 
Audo device. . . 



WM Profile 


m 


Stream format... 




video properties... 




Audo properties... 




video codec 


► 


Audo codec 


► 


TV tuner settings 


► 


Flip video 




Controls... 






! Ollline 



Video for cW-up modems or sngte channel ISDN (28.8 to 56 Kbps) 

Wdeo for LAN, cable modem, or >fr3L (100 to 768 Kbps) 

Video for dral-up modems or LAN (28.8 to 100 Kbps) 

Video w*h voice emphasis for dial-up modems (28.8 Kbps) 

video with audo emphasis for dial-up modems (28.8 Kbps) 

video for Web servers (28.8 Kbps) 

Video for Web servers (56 Kbps) 

video for srigte-channel ISDN (64 Kbps) 

video for e-mal and dual-channel ISDN (128 Kbps) 

video for broadband NTSC (256 Kbps) 



Video for broadband NTSC (768 Kbps) 

video for broadband NTSC (1500 Kbps total) 

Wdeo for broadband NTSC (2 Mbps total) 

Wdeo for broadband f*n content (768 Kbps) 

Wdeo for broadband f*n content (1500 Kbps total) 

Audio for low t* rate voice-onented content (6.5 Kbps) 

Audio for FM radio quatty for dial-up modems (28.8 Kbps mono) 

Audio for FM radio qusAty for diaKjp modems (28.8 Kbps stereo) 

Audio for dal-up modems (56 Kbps stereo) 

Audo for srsfe-channel ISDN (64 Kbps stereo) 

Audo for near-CD quatty (64 Kbps stereo) 

Audio for CD-quality (96 Kbps stereo) 

Audo for CD-qualKy transparency (128 Kbps stereo) 

Wdeo for color PDA devices (225 Kbps) 

Wdeo for color PDA devices ( 1 50 Kbps) 



JUJI 

mms : //192.168.1. 1 = 7474 




jb>- -bjj JM-»- CuMlaJl >JL>lLa£b» JL>.i ljj <LulSL»j jvii ji a>l Ijji-i^ 

. itSLuZjl Jlc CibjUl 



TV >Device J! ji F6 ^ UinMb 

j! i£j jujj (jiii aiasai jyjbu j-. Set channe >Tuner setting 



*k U-Broadcast 

Device 



BBS 



Video capture device. . . 


► 1 


Audio device... 


p 1 


WM Profile 


p 1 


Stream format... 




Video properties... 




Audio properties... 




Video codec 


p 1 


Audio codec 


p | 


TV tuner settings ► 1 


Flip video 


►1 


Controls... 





Set input... 
Set TV format. 
Country... 



Status: Offline 



Users: 074 



Frame rate: 25.00 



8080 oj^d oi\£. iS^i\$ lIlJi <u^i» ^ j*,^, ^jji *i * •■ 1 1 i 
oj& 3 jLjjL?. .Yn-ta j»j2Ljj File>Change Server Port j! 



f.w.«te 2500 | 



File> Start Broadcast j\ <^ ^ IjlJ F4 jlc j^^j s^Lx> >^t$ 

Udjl ^T-LU3^lU 3j^U3 S Ju£^ 



' U Broadcast 

File 



Device Help 



j Start broadcast 


1 




F5 1 


v/ Capture audio 
Video capture 
Deinterlace 
Descriptions... 
Use caption... 
Broadcast at startup 


Ctrl+A 

p 1 

Ctrl+D 
Ctrl+T 


Offline-mode 
✓ Streaming-mode (video-filtered) 
Streaming-mode (no filter-faster) 


Resize to fit window 
Full screen 


Ctrl+W 
Ctrl+F 1 


Change server port... 
Set max connections... 
Upload via FTP 


p 


Copy to clipboard 
Save Frame As... 


Ctrl+C 
Ctrl+S 


Exit 




NetworkSet 



o- 

|<i(jjlr i_cti HDLCjl JM>. jji OiPi->" O^ 1 Jl*o35fl Ls^ >*■' P^^J 
IPX cj\ IP Ui l51 iuS\Zl\ ZniUtt Ci^jSjjjjj JL».i J}1±. (y* Ijlatj 
CulSb) Ijub^ JjifljJI (jj-ilj j iiiMj jl ra^j-a jU->i j»lJL*2iJ Applt? I<1 11< 

^_wi Cia^Jl 3 ^i^jSjj^j\Jl g-L»jv. j»ljiiliu! Cue a Jis3 a j^jfaui jStau a 

Ujfaj Type ji Header jj jujl*. ^bb! ju>. 
layer ^ ^iSi ?\Aiciw\ 2l».Ij| o 1 A^iaii oAa jj> aAaiu&\ ^ *~;.~u ciis ^iji 
Header jj ^^nj 2£boi Jajjij (jSJ j 3 Protocol 

0 j^i (^52 pi Priority Uuic jjiiaj jS*^ 5 j^iaii as ^ ^li.^ 
^Lubfi JjSjj^jJi jMjieU i^Ac L-i»>b ijt i^j ^ij. Priority *s jjzji 

Jl J ^SjJJ jJ i^l^ CiISjjAJI 1 ilfi jlnlf I L-uiu j JbtJl LlltS^ ^ aK.r, - Jlxj r«J ^,111 j 



CiSCO HDLC 



Flag 



Address 



Control 



Proprietary 



Data 



FCS 



• Each vendor's HDLC has a proprietary data field to support multiprotocol environments. 



HDLC 



Rag 



Address 



Control 



Data 



FCS 



Flag 



•Supports only single-protocol environments. 



Error 

iii j^.^ j>-Lc j^s^j^jji ija jtijLssiu.s J <uji^i iujLiiii ui Detection 
o^s ^ jjijjt (jiiu cii >2ijJi ^ Authentications ji £i>ji ^ £>i 

ij$i SjUd-^ii Sjjii jSil ^! LjUMjit ij^-Tj Stacker ^jj^ij 

5ji>-! j>c (Jlc^ i£>j4H Default ji yb j^s^jjjJi o^s j^s^jJi 
HDLC ^ Encapsulation ji t3> •^•'^ i>* £Zs£ & 




R1 R3 
(DTE) (DCE) 

i jjb jj^iaii j»a (>« jjij High Level Data Link Control ju^s 
Synchronous Data pJt cm1914 (»Lc IBM yb JiS^jJi 
U i._mI noil 2uiuji iui^ai js iJj*' SDLC Link ControlO 

ISO 

jja?- oi ^aiji t r t> '^ (jjir>i«i"it j-"^ J*"^ o' iJV^i HDLC uJbeii 
Data 2ujiiJi an.iUii jlc j«u WAN ji viiis^i ^ Sujaiai ci^^jji 
ji u uSj iujUji izuiaii cj^^s^^j jl>i j^Sjjjj^i ija jju ijj Link 

ISO Jl SUlaia 

t>«9 )PPP( Point to point ji ^ Ja>»j us ji j^Lu jSLiu ^i-ua-. 

Jl J^S o 1 •iln'ifSH 5* ^inni'iijU ^Prtj Lfeija ^jlii 3 «SUa 11 *iu^vi j^Si 

Cisco HDLC Jii HDLCji jS^J JiS^jj ^ HDLC 

(<fl*M.l J Laj Jf I jli l5j-»- I <*S>iuJ jJ^J "■ jJ j j -^Jj^> f Ujux. ^JJ jj 

ijJ (jSLajj ,jSJ >>T J^S^jjjj Jl J^SjjJjjll j^fij Jl jlaj L^>u<j J*«J J 
L^jj^»l Jlc. ^w\mi^\ J^S^j^jOI («i f i I* ^ jSimj — . '.mJl j ft^juj JLuaj^l 

Cisco HDLC ji jy;>i 5 jj 

j^s^j^jji ijub Sjdm HDLCji j $^sj^ is ^ i? ;?!■»■ ,«ixj ^! i iac 
cia y i ^^uij ^Layer 3 j ^s^j^jj jaS! (> 4c 



Jl d^Ls^b Slte^ j.' " »J CiIj^jui ._w4 4jj%iLa JSjj ^jjj^JLU 

sbijfi jjjSJi^ sjl>. i js tjLc rtn .uu Policy ji 3 Exchange Server 

Microsoft Office Visio 2003 or 2007 
Microsoft .NET Framework Version 2.0 
Active Directory Topology Diagrammer 



Active Directory ji m m # 



>1 dministrator 



■. Manage Your Server 



/ Windows Explorer 



Command Prompt 



J My Computer 



Control Panel 
-j^jj) Administrative Tools 



Printers and Faxes 



Active Directory ^> Windows Catalog 
Computers ^ Windows Update 



Backup 



i"^ Accessories 

r3 Administrative Tools 
f Microsoft Active _ 
I Topology Diagri C3 Startup 

^ Internet Explorer 
-vj Remote Desktoi ^ Outlook Express 

, _ Remote Assistance 
I ^— ' Windows Support Tools 

p r]) Microsoft Office 



All Programs *l gjg M j croso f t Active Directory Topology Diagramrn 



'li.'..' " 'J tliUllalUl 

j»llajj| ^JX 

Next - j j** 
Next-Finish 
Jl «ujta J! 
j»^2u^ Start 

US Sb^l J_'-'""; 

CJtflJI 



m] Log Off Shut Down 




I (i j I f ijlt-tj Igijlrtg) Sj^iSj l^AftJU Oj^tio dbi ^jJ-r>-i j^l^il JjwSf (jjrnir-i-l cbi 

ajA iiuiii Active Directory Topology Diagrammer 

i>is Diagram j» ^Hu ^ l%>»u Visio ji >j ^ Sum ,u'ii 

NetworkSet 



o- 



Bf? Microsoft Active Direct ory Topology Diagrammer 



B» t« loots a* 
Global Catalog Server 
Server. 



networkset local 



~3 



Domains OUs | s»« | Exchange | Applications | Servers | 



17 Diaw Oganizabooal Un»s 
Draw OUs: — 



| networkset local 



Oil Details 



r Umit OU Levels to | 



D_raw! 



Close 



Status: Total of I Domain(s), 2 App Partition(s), 1 S*e<s) and 0 Admin Group(s) found 
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Domains | OUs S»es | Exchange | Applications | Servers | 

17 Draw Sites I - Update exrstrngvlsio Drawing 

Dtaw S»e: 



|Defauft-Fitst-Site-Name 
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SiteUnks: 
17 IP Site Links 



T SMTP Site Lnks 



Replication Connections: 
l~ Intra Site Connections 

r Detaied Replication Connections 



Subnets. 

r Include Subnets 



r Irter Srte Corrections X 
I - Suppress empty Sites \ 

Site Links containing >■ 2 Sites: j I 
17 "Drew all possible correcti ons! | Djawl 



Close 



Status: I Total of 1 Domains), 2 App Partioon(s), 1 Ste<s) and 0 Admin GrourXs) found. 
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Domains | OUs | Sites | Exchange | Appkcations | Servers | 

P Draw Domains T Update existing Vtsio Dfawing 

Draw Domain: 



|Draw entire Active D«ectory Sttuctue 
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Domain Details: 

P Use DNS and connect to each Domain C Use GC Information only 



Trusts: 

r V/ifidoivs^OT Trusts 
f" Cross Forest Trusts 



I" Dowitevel Trusts 
r Details for trusted AD Domains 



Users: 


Global Catalogs 


P Count Users pet Domain 


17 Detect Global Catalog Servers 



Brains vi 
og Servers 



Discover! 



Close 
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Ijuj Discover iuis i&jlu^ 
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Serve*: |networkset. local 
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Domaris | OUs | Sites | Exchange | Appbcations | Servers | 

17 DrawOornains T Update existing ViswDiawing 

Draw Domain: 



j Draw entire Active Directory Structure 



Domain Details: 

f» Use DNS and connect to each Domam C Use GC Information only 



Trusts: 

r Windows 2O30 Trusts 
P Cross Forest Trusts 



I~ Downtevel Trusts 

r DetarTs lor trusted AO Oomains 



Users: — 

r Court Users per Domain 



Global Catalogs 

17 Detect Global Catalog Servers 



P_rawl 



Close 



Status: Total of 1 Doman(s), 2 App Parttlon(s), 1 S«e(s) and 0 Admin Group(s) found. 



S^>- cy Diagram ji^^c i^axaj ji jit ciU^mt jy^taeij ia^j ^g" n pi jjj 

Sjajt- all j^ljjjl Jn'rlll 
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Domams | OUs | Sites | Exchange | Applcarions | Servers | 

(*** Update existing VrsbDrawng 
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17 Draw Domains 
DrawDoman. 



[Draw entire Active Diectory Structure 



Domam Details: 

(* Use DNS and connect to each Domain C Use GC Information onry 



Trusts 

r Wmrtowt2300 Trusts 
I - Doss Forest Trusts 



I - Downievel Trusts 

l~ Details for trusted AD Domains 



Users: 



17 Court Useis 



Global Catalogs: 

17 Detect Global Catalog Servers 



trawl 



Close 



Status: I Total of I Oomam(s), 2 App Partition^), 1 Stte(s) and 0 Admin Group(s) found. 
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••<<•;■*".• 2Luai» aubu jjl NetworkSet 



: ( Target Network ) <ji uojusji g-s.niiii 

( Limited Access ) jjj* CjLra.X^> a£j^1I »iA Ja«j 

Ajxagl ^-flJJLJ LaJiJ L-jLajLtxll jl L_jl_jl_ljll Jl J jj^ajllj 4SjaI11 JJJ*1 

J (jjSj CjUUJI jli Jl i SjI jj jx CjULjII oiA Jliijl jju <jl 

Laj aaj jx lilljA j5u jj (j! jljl jx (JS1 JLixll 4jjj l_jjj!ijVI eLia2 
e . a<_. oj a 4jxAl |jjj LiAj CjULull oiA Jl J j^i jll 3£ja. 
jc Jl J jj^jll jl jl jxl S 3 ^ a (.111 ia.D* 1 a 1 1 ajl ^ Jaflu Igjl La£ 

*LLclj 3jj*x Jajjji ki^aj tillij ( Remote Access ) 

4-JJJLX djLajLtx Jl J j—a jH_! JjJJJ* " j ^1 a yjj| ^1 1 nil J C-AjjOL a 
jxl 4 a CjLajLtx Jl JjA-ajll Jl '"'1 la^l 1 *-H aiA JiLa jjjajj 
jjc ^jl jlal J jj^i j 4_jjl£xl jLuc^I jJ*J Liii.1 lil AjxA^I J <jlc 
Jl »1 la» all ' — Lja M 1 ollj CjULull jjjwjjjj Cjlx jLixll oiA Jl a 

J ■ La lil 2jl3 jiallj SjSxxll j''l I aa 11 J£i jjjjl JL-ajVI jl Cli\£fS3l 

4jcjjji jjc 4ij Jaj AiuiMill eiA Jl J jj^ajll jjj ^UalxJj 
^ajaJlj (Jji*JJ AjxAVI J <jlc 4ja$j ^-uiajl jl LlA L^Javl 

4jjli jjc. CjUUjJI oj^a JL— aj^M ^jIjj j-a L^j*. jji. 4jjL& jlxxll 
jli lil JL^M SjIjj jx L^?-jj^ j*j ( Unencrypted ) j^ill 

_ 4-ic Jc V jxl AjliSlI 4-illc AjLaa. j»Uaj 

V CI irSlp-6UI CjI 'S i mi II roLkbJ fp-i-Si 1111 (jo 

.... ( LAN ) 4jia.b 2< : . ! \ J Jc. i'iKi.MI 0 jA f jSj 



Jl ! ajSll Ajj-blja^l '"'1<; will ojA Jlo ^al 
^Uaj — J^J A^jjoiil aiA JiLa al laJL^iV tiLa Jjj I i <aj| *La ja*-o 

Windows Server ) J ,;* ^ J^» C- A%S13 ^.b Jji^ii 

ja^JJj^ull JJJ*-1 jl-£J> Jc- a ajj A_iLaC ^aJJ AjIAa ^aUaj ^1 jl ^ 2000 

4£jjoi]I Jl Jji.all Jc CjlijiUI sLuijj Cjl£fiii]l oiA b^=jl acLuij 

j -3 11 atsl ■ jaUali j»2 a£ JilLj 1 ■ ~i ^ Si j ( Intranet ) ^jlil jll 

jjjiiaj-all acLuij lg_}l Lo^ i# *^ .'"'1^ " J ^jl jij bo£ ja^Jjl_Lo J 

■Uxi 4j1cLo JSi jJUJI J tjliLo jj^ *&(M : Jl ■ gjjV! Jc 

4_jl jjc j^jaJI (j-oj Clujlijl 4 S ^Lj JlajJI & jL^. Jaia 
jl US U Jjjj Jll CjLo jla-a]l Jl J jijllj AjjiJI Cllljiil j«j Jl ■ a3VI 

1 g i ni'i a£ jjiiJI J Ajl 

... 4j,^lj3VI i-iKi.'.ti ^Uij ,_jc SJaAuJI UoLall si* Jl 
J tj^ii (jS-cyV 4jlj J jjc i"iK<.tll jj"^ UjLo 1 j,"""lj 
A^iaJl J-oc A_i]I J ^>i^l ^3-a*jll jjl o^uic jl (jjjjl jl ^jJa^u 

<JaJj aJ J JajaiJ 4j!)Lg3l1I Ll^. j] jj^jll aaA jl i ^"'-^1 j ji^.jl (jl I luja I 

Lai ^SUI j iia jj jl diil JLujI 



LAN (Trusted Network) 



IPSec VPN 




Jc Jiilj iJjjjliVI JJ Ja <jc Aiuij^ll LliLiLull ^jb aSla jJjSII Jc Jij'i ja 
jjx ji.^1 Jail J ^0—3 Jl Llo aa uill LjiuijJ Jll AlLuijll JULall Jjfui 

Jc i ^jj* Jj 3 ^ Jjj^^' ^j^l (Jw^A 3 0° fl^ 1 

6 aA jj i iiflj ^aJj .. Jjiiui-all jA j jaL^l Jail Aic 1 a ^all 4_lajl Jo dlLaJs-o 

Jlill 1 jjjjI 4_lLaC J ucL_jjj 1 g Iflj <jlaC Jg i ii'i 1 " Ua J i a ^Lujil Jl aIL-jjII 

lil »jl ■ aa 11 <LLi j UlL^ Aiol jjc AjjLo jlx-oll ^> jaJI jl jj Jail ojA jSl ... 1 i ajl 
^jj AjJllLo Sjis 15 J Sj^-Vl 1 ^"'^^ rt Jl J— aJ (jlj JjV UjiJl (jl IjSjcLo 

( Routers ) j Jj' JW cy*"" ^ISill i-jbjjlaui ^ AjjliiH ^j>jj1I (j^ S j^a.1 ^ 

Jc iilljj Ij^ojjt-a La j) i nfl.i aaaJSilj djllutll &jA aJAajjJ jUjjjJI IjA ^ a£j < -AJa 
jx Jil <-oja. J£ jiaj f " 1 la 3 4_Lo 4_il Jllj AjjUo-all oj^j^VI ^-1 lA J JJ dlLaJjt-o 
oiA jli VI J Jjalmxll jjc ^ j 'ijji-VI l(j")l-i-.i Jl Jj^aJ Ja. iaaj S jia 1 5 jl 
Sjl ! aa 11 tJlnjlaC. 1 Li^aJ V ^>1j^ J^ni.1 *Lnjjiuxll A^mUI *Liuiill_i ... ^ aj jaJl 
Sj^J>^l 6JA JSkl Jia*jLo IjI <Jt3j!La I & Hlj Lajlj 4jjLajlx-all 

V cLuol^XblJI CI -S i in )lq Qj^LsJI CLLiq i-S ivll ti -S ■ lu II ijjj ld^qJLo U-^J • 

CjLajix-all Jli J Aj^a ja I J^ O^J^llj A^wOajlj (j-o^l ^ j^ flrt Ijjj LiA 

i_jUUj3I j 

V q ir-SljX6\)l a ^ i in II o-b OLiLuJI CLiLori roij i Q.i/S 

' " ' OJ La IjI I g rt ^o ' . '* l aj 1 " I ^ j L^jjLoiJJ djlc ^Lc JiLlj ullljljjll 4-lLtL^. ^jj 
(jjxj LuijJaj lil LLia.1 Ji>J V CjLujLlxII Jji^aJ Ja> L_ajl jSl ... Igjijju 
jl 4jiijaj IAjaj£ j^-oJ J^J J^iull diLill (j-o ajJJJi ^ Ijjl J J^J jW^^l^J) 

Sijjaij UlgHilj AjjLajj^l clAII Sa|31 ^lijl 2i juij UIjjjI Ua Alla^l JSI La j lSj^-W 
jj7 jli> lillil ... AliLoVI j/'^^i Lajjc j LjjUu^iI (jx 5js_ojj1I jjsJI ^IjjII 

J ^-oV ^»j-ul Llllj j SjJj£ Llll£juj ^j-o SjSkj-a j 4j J CllLaJjlc jl ^Lul (j-o Lajlj 

... 4 ji ^ilja^l CiLSuuill »jA Jc J-axll <jjjj-o *t iaalS jjLjjII ^ILc 

LlSjC LaJi jjjajj^ll (jjj LjJL ajl ^JJ jll CllLajlx-all jl ^£ jaJ *1 S£ a la3 LlA 

jjojjtj djjjLLa CjVj^ijjjjJ -1 lajj 'I j IflJL "jl ^jj djjx-L^a f* Jp^ Jl 1 ^ 1 ^jj I a .'' ' a 
1_£_Lq M a'w nVI ^jc j dlLajlxxll dJA v Lu-b Lyjaj J3 Lax 4_xjlx-allj 4£j-l]l AjLJjJa Jc 
^jxl "jajlj I (j Jc ^ jaJI SJ^J ALiiuixll 4j\iiill jax. jLuc^l jjc J Luu_iaj lil 
J ^jxl j aL« j Jajaij Jj*. jIj>jI I . la I jH j-o (jlSi lil L^jajgla Jc IgJjjtj 

f j^j jl A£Jiill aiA i " la Jil '"' '^ ^ Tunneling ) ^j-^ Aj-ojiLa oiA j uiiajll 



Clientless 



Eng.Saleh 




' 1 1 la 4 S J*iibfl jj^iJ (j? J^l J J J 3 J^-l J J ^J-^L^ JJ Ja J AjjLajlx-all ^ jaJI JLaijL 
4jjiLwixll A£jjill (_^jl 5-ajj^ix (jjSj <JjLa jla-ull Jjjall Jc AjjLaJI Jjjall jl 

AjjLojix-all ^ jsJI oiA Ajl J 4 IS Ml rt J^J l^-JJ 
.. g i rSljX6\)l a *> ; itl " CiLiqAo -S- 

( GateWay ) JL^fl jjj ( Client ) t> M oliUJill jjSii 

('GateWay ; JLojUI iu/jj UuU2><) x 

Jill J s j jj, j* ( Hardware & Software ) Jl f^i" 

Sjj^I jil Jail 6 JajJ Jll j 4 lla "II CJS iMill J JJJ dll£ Jjll a ^* rt J 

<L]aSi Jfi*j L£J 4_i-^aLa. * p al Jjj AjLloi 4_llj»-a 4j\j^ii JiUj ^ LAN ) O-aajll Lj^Jaa U 

(jx jsL j ■ ~*yi Lpisuij jli j ji i afyi 3jI jj l^j a<. >,u oi^j SjLJi j ajIJi 
La jjc J jxjxj Jllj SjjjlIu CjI jja ^IjjsJLuL Aa.1 jll di jll J ( Client ) J^-^ 
.. JL^aj^l kc jj-oj ( HardWare ) <jitoaJ1 JjjjxSII CjljjSLa Jc 

Ijj j«j Cjljjlill SjIjI j iJjLlOL^all sliaclj IjjS j>ljjl (jx AlJxlLl JL^aj^l AjIjJ j»j3j 
Jc. 4jija_^il| <jjsJI Jl ClLa jkxll Jl ■ ajl j JL^ijVI 5jI jj j»jii lilli A«j Jl i affil 
^ lIiLLliII JjiCj 4-lLaC j_jA j 4_llil ^ a^a 4_iL}AJ ^jiii Jl i ^.'iVI <j| jj j| La£ .. ASjiMI 

1^x^:1 jjc ( Decryption ) U jjLii ^1L ? Jjj IJLjjI Jji ( Encryption 

.• ("Client j UxasUI Uullai x 

<ul lilli Jl 5iUial Ji i ""'Vi 5jI jj ^Lg-o (jjijj Lujj ( Client ) J^ll j 1 ^ 

jjxjjkjjjixll jl JVI j" 1 ' 11 fl J 0 Ajlidl Jl J Jjkjll ^Jj' ■ al ^UacL ^ajj 
"Ula. jA JjxaJI jl jLucVI jJ»J Liiji.1 Lo lil AjjjjjJall Jaliill (_Haaj JjJ jx jjV 
j ag a AjL^al L-jVLaJJ^-l (j-o jJJsJI jjk.1 ' . la J (Jajxll IjA (j-aS jj3 Ja (jjj Jj-^ajll 

AjLlliiII (jLaL JjsJ J3 Lax j aJ3 dliLal 1^1^^ Jj, jl I " ll 1 1) j jjIL aIljjxII djliixll 

ja.Ll djja-oj j3 djLaijjjli ^tillLa j JJ> J j-a j^ljll (^jjjjjall (jx jl£ lil 

JxilL <uL jSbll cSjL jl jj> jc pLulLuVI jjLii V 1 1 ajlj £i\ iS. Jill i-A\,\^-,\\ 
Lgjxjijj Ia j— a jj jx ij^lljA (jli Aj^ilill aiA J AJaji aj a jij di jj, j ( jl ) J^- 
jjjC Jalli iIjX J I gjjl aa ^»JJ Ajj^alJaVI Aj\jjill jli AjLaaJI jc Lajjcj 

( GateWay ) JL-2VI ^jIjj -1 
( Target Network ) -2 
( Clients ) OUJI -3 
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O ; ; — : 

jjii^l! liiljj ^^jclj t ' Q ^ <: ^■" , ^3 S^aiklj <-q^Lco Ai^jj-u j jg%^ j AjJ^a-ll 4_uiill L_iilLajl jjWi j jl_AJ,jl 1 . nA. ^ jja j 1 W a 

ijjtlsi 4 ll aajii CjI^jj AjLaaJl ^-.gI^jjj ^^g-tixjijLo I Jj (JgllaJjaJfl I^A j^j-o ^| SjjJ JjV ^jlS AjaHjuJI j l mlSj Ij £-^JJ ( . l^ jll L-jS) jJ 

^jl_C ^ jJlc j (J^?- 0 ^3 Ig-ol^al U-lJJJj ^Jajoill 

jLajb Clo3 lil JailU Ul Ja ; LiA 4 mij £ jlaj Jl^j-oll jj£J 

Peter jl^pl ^ lU^W JIj-^ (^I^ ' , I 

^jil Jl^aJl ) J15 Aj! 4_l& jjpsj 4j Cj! jS dira. Norton 
CLiSjjjVI ^JC- ^ ffi g j "*-^J 4\i^>iJl 4_jjI^ i _i j^jJajj jtgA 

( 



£-0 ajj^UuiII CliS ^ujj^j£jLo ^ » » Uj3l ^.J^ll Jj^al ^>j^*j J^-^' cJ^" cr^ 3 

Clujjj^fl ^jljS .1^! I^JJ LiA j ^I>aaAl U£-a-aj !A^_ujj ^J%* ^0 (J^' ^ W^^A 



VPN M " ' ' ^ -^iSI j»j 95% J^J u^J 

( ( Virtual Private Networking 

: VPN Jl ojaLo 

p! jj| jiiSIS 4ji.j jJ«S) j tS-^JJ j-o 1 j fJI jll ^ 

aJiA j»a i ^^ja -^J^J LJ -0 ^J 1 at ! " il^fJa ^-jj^ ^.'^ 

4jj j<<<»U a < i.^I lid j SJiaJ (jl I H'i.n^j I jALa. Cja jll 

a< i.'ll lg i nil AjjJaljjJ^I i'iKi.^I oiA^ AjLLJIj jjjjiJI 

T Qjj6Ijjl6\)I ■"il *» ■ ■■! II Joxj ■ 6iS ij:- 
(jl A-iliJl ^ Ciliiilll Ia jjc. jl <jj jK\,\\ a < i ^,11 (J^c. AjJI 



Ja ??? Li* .. AtLJI jIa^ ^jlc ^ji^i ... c 3lal1 Iajj LiAj 

I ! I Ljio jjjSII jjjSII j ??? oULull oiA iij^ Ci^i Ja ?f j jL^. a^S 

Llj^^l a i joaj La . . 'A±i jij^yU (jjj^lxJI ^jj^ — H J jac. ^Jl V A5 Ailujl 

jj^ ftt^" LpV (jiijiill ^ LlSj Ia^>jSI ^jjiiSlVI ■^)_>JI SjLoii (jj^i A3 

jjill ^^ic- I ^ ■ '~^)~ j jl LbAaij ^jl 4JL^ AjLjfLaj (jl_uij*^l j a j - giakll 



4_Iii o jiaJ 4_L^Jall ! R ill ! ^jg ■ ujj a^ii^ll ^) ^^ '"'"'^ 

t3f" Ja 

^ ^iLJi Iaaac. PC Magazine ^V* ^ j?-l ^ l?*^ 

V ^ 86% 136 Jlj^ U^a ^ jLi ^1 j 2003 ^ <> ti jVl ou^ 

(jjj^ liilAj Cioi jjijl LJL^ iiS]j Jxil V Iai aa Lil .. CjjliVI (j-» (jjjliij 
^1 Ja^3 j A5j dliill (_g,^. (jVI (_5A^ L>lijl ^3 ^iil ail UaJI j (j^l ^jla. 

Lajj A^ljl A^ ^^ajL ^jjljjj Lajb Jj(j 7~ ftll (j-* ^ a^o^ILj jj* uu] tillj J°' ^ 

aill ^ajoi ^ lAA Jlo ^>JC.I 

Ia^ »_j^Jaa aJL^ LiA j J I CiijliVI jjc f.ljJlll (j-o lj jilll Iaa (jl£ liLal 

a i, ^.-i. :;\\ CjULuII AjLo^ .. i| aJLui^ 
aj aj (jj£j A? CjVLj 1 0 S jLuii. J1«j ^^lll j j_j jLtil Jjsll j_j jlm ^jlc Iaa 



Corpo<*t» HQ 



Wth VPS ■: •: .! toftwaro 



Momow<wt*f 
Wtfl VPN Router 





CXjI-upuv** 
With VPNeli«nt ioftw/iif 



Oranch OMioc 
With VPN Routor 



Tol»wort.tc 
With VPN client io*tw*r« 




W.rcici* Cltcnt 
With VPN client tottxarc 
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uUt Sj^aJb j_HoJ jSJ JjblJLc^l ij^aaj dJJbbi^ jjjJu^ JjJuuJb lil g c5>jJl^ 
sjlul 4-iU£ ^bulj I'ljlr u<3j£i jvSi JSauj SjSLoil JUL! — >>ai u^lj i^jj.^"" 



la Juniper's JUNOS 


root#? 




Possible completions: 


<[Enter]> 


Execute this command 


activate 


Remove the inactive tag from a statement 


annotate 


Annotate the statement with a comment 


commit 


Commit current set of changes 


copy 


Copy a statement 


deactivate 


Add the inactive tag to a statement 


delete 


Delete a data element 


edit 


Edit a sub-element 


exit 


Exit from this level 


extension 


Extension operation 


help 


Provide help information 


insert 


Insert a new ordered data element 


load 


Load configuration from ASCII file 


quit 


Quit from this level 


rename 


Rename a statement 


replace 


Replace character string in configuration 


rollback 


Roll back to previous committed configuration 


run 


Run an operational-mode command 


save 


Save configuration to ASCII file 


set 


Set a parameter 


show 


Show a parameter 


status 


Show users currently editing configuration 


top 


Exit to top level of configuration 


up 


Exit one level of configuration 


[[edit 





tub ji \ i ?■ i "ii g £j3 J^b-Ul SULjjIa J! -^3*4 I JUfca i_bjJl La jjSi 

JS ojj Jlub" AjmjJ 2lil £j> J^Lxill (_}j-4 ^ajajv tj JjsbuJI SjSjJ Ajuxuj 
,_y>j£- jjS (J! bjlaj aj^ Li jjjjJLi 3& l^uUSLi Jjji j» a£ij Ji aSi JM» O- 4 («-u 

Ji-JI I juis JLa 4j JJ> aj ClJl-U.il 



o 



root> show configuration 

## Last commit: 2010-05-24 13:34:23 UTC by root 
version 9. 0R1.10; 
system { 

root-authentication { 

encrypted-password "$l$sRYh6cKn$B. 706HK9hvmreudr029IHl"; *# SECRET-OATA 

syslog { 
user " { 

any emergency; 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 



} 



JjSJl 1-igJ Lt aua£d\ J' A^xj Jl Vaj 1 *l jlf u» i^ut 1 n_i nVi pi CiJji JU> ^la 
^(JajjJa (iiUI bla Jjiu JUjj Ujuc AiifljU I jLSj cCbUSu j» jjaja 

A*. >Ul raaja oJuji 6LJ <iJl 2uUSj fjaij o 1 ^ 1 J! 0* J i'^ 1 ufcL^' 
Jljiol LuOcb'Ui >>5f iSjxwjt {y> (Jiln 1 j tgjJIj edit >4ifl fljtoeiuiij^o- 4 

>*yi f»j*2*.i ujic} Top level ji j o$si configaurtion Mode ji 
j-« J! ^^-j- 4 o-* J^-"' 5— ioaj jai iSj"ih 0 dj^^jsji edit 

edit jjjfJ^-o- 4 



ClbllaJI 4»i j£ .-L^t-j ,_j£J b>aua»j JH- S 3r- J 5^ J-^ 1 1 jfil ^yJb" 

j^IjMj yL>?BiS3i ' T yj>iJi ijyjbejj JUNos 

jjlj^ft i^jfl'i") 4_i n jS J! A^U^^Li JajjUj OjJsDl sUiuS^ 4-aJbeTuu.il 

Sj^v^Ii vlibl jU;Jfl ulc Jj juill j 
Jjt d\sr"i '1 4 <U^> ; J J! ^S»MJ Cibelll ^>"jb wJUa c?i J UiJLoii 

ijSJ jjif I exit 4jU5Li f $2ls Ui! JjtJ^ Sj^IiLl4 1 jIVi U j 4ju J1!UA 

j> Ussj ^jlc- q'ij.i " 0' ljV^ U- 4 Ljb J^u USjJ ^LJ^ Inl'^a ^^j^jv ^4 

tj SjjiLto j jSLi jjJ jicLj^tuJI 51 (J! - IJL) UNIX jjjSj^j 

— lj\l (j^Slj^j unbelt Shell Jt J! Jj C)blJu=yLi yabtlt j^l/^l jlau/ 
[utus^DJ Sj^j^s sju^j a j^iLw i^anll jljpsJl ^-3 JjsUlLl cli j^Jfl djUS iMjIr 



host (ttydO) 




login: root 




Passwo rd : 




J UNO 8 8.3R2.8 built 2007-07-07 00:21:56 UTC 




root@ho3t% cli ♦■ 


Shell Prompt 


root9host> ^ 


CLI Prompt 



o 



^ Operational Mode ji js <l>->4 jlc ji-jb &) jl«j 

TrOublesllOOt JI 5 CulJut^l 5jLautL4 j 2uSl >lb S-alc LU 

>4i/2fi ^ jiubsii pi J^i Privileged Mode Ji tfimju, j u» jiibj 

j ^UbLb (jjjjl jjabui^l jQc J&gjjua jib U|S |«^4 j-ai ji. Jtii l>~i'il Ujcl^ji^ 
SjLc (^Ij iSjsJk JSui ^Jx JJb^ JjliiJUl i_uji jJi jl iCibLc^ Qt&j^i *34?-i 
j-»5f I juj 5» Cli jJbtll j CiLollI tjr^b ^jO Lib JLau j Sjjtulll 4*3 j|A "/" Q ^SjU 

JI (5 0 s 2u3 (JLcl ^ O^ 1 I* >4? ^jSj o' J 1 * J 

jiiuj jji'.h! Ja^^bajMij Operational Mode 



top 



clear configure file 



help 



chassis cli configuration host 
I 



eg 



security system 



i — i — i — r 



access chassis firewall groups interfaces services security etc. 



4- ibSlj j»$!9i bla iii j J_iiii?i"II j>UaJJ <UIul4 j-aSil Jlilb JLc jlais) wL2 bula 
ijl ^Uaj ^ j>«ai Jill J 5^' ^ull k—ujjall ajbu Jl».Ij SllOW jjifl 

5- ^i 1 0' ' .' jS j ^Uaii J^i'i 4 Jill ^ ifh'i j iji^ui l&JLicj 4jjbJI 4-Ljui^JI 
agjuajil J! J»-JbJ IjU jJU^j 4 mil") jj»Sfl 01 JJ jJb JL2 4-jIjuJI 0-4 j-45fl ^11 

j^jfi 4uus jii> 0-4 Configuration Mode ji Syauaj ^ Sujijji 

configure 



sj Juniper's JUNOS 



root> configure 

Entering configuration mode 
[edit] 



#root 



NetworkSet 



o- 

JljSi isUbl J^> iHJjj j^ijJl jIjU-L 2ljfljjl»)l ajAj u-i^JLui/l t JUb jiifi'iij 

delete 

Juniper's JUNOS 



root# delete interfaces emO unit 0 family inet address 192.168.10.1 



,jui jiuJ ijih delete interface emO >4* siiusyi ^aii^l s \ 

(J! J J^Bj Jaj^, ? v Jjtai ja^».jii ujjift j^f*^ -Mj' 

set >4i jm> ^usLi iajjuj jji Jsj^ii ^ism 

jjis l_uSI ua^u, jiJLiiuii replace ijl>. Jj^>- >»\j kib5ijL» • 
jjjfi ,^^192.168.10.1^ ^SjJi ija. 0^192.168.10.2 ^jjt ijla 



si Juniper's JUNOS 



root# replace with 192.168.10.2 pattern 192.168.10.1 



Si Juniper's JUNOS 



root# rename interfaces emO to ge-O/0/0 



ge- J! emO {y> SlSbell iuUs. j £lUI yatisll o<k 1» j-titu .zUh 2uaLuuj 

JLos >>T u3L» Js^i t_ijiaO/0/0 



ss Juniper's JUNOS 



root# copy interfaces emO to eml 



t^l CiblJ^jTI JS jblal ybj jji jJui 2l*j1j 2bj>«Ji Cit.ilU'U JS 

sllOWJl jJs J^o^^i JljSSfl Jls«hu» J^I^jCmS 



o 



root* show 

## Last changed: 2010-10-04 02:43:11 UTC 
version 9.0R1.10; 
system { 

root -authentication { 

encrypted-password "$l$sRYh6cKn$B. 706HK9hvmreudr029IHl" 

syslog { 

user * { 

any emergency; 

file messages { 
any notice; 
authorization info; 

} 



file interactive-commands { 
interactive-commands any; 



} 



interfaces { 
ge-O/0/0 { 
unit 0 { 

family inet { 

address 192.168.10.2/24; 

} 

} 

} 

emO { 

unit 0 { 

family inet { 

address 192.168.10.2/24; 

} 



} 



[edit] 
root# I 



} 



i ■ uSLj fisJ ^ i\_ift'i"tl 'j-ls- Ji—iJ jsJj J*iJ ,-sJ al.LLiSU JS <u»b> 2da>^U lj>>lj 

. i^ajijjj jjSiu j»Jbso«u lSjJIj commit >«i 



top 

ii_ 



i i p i n 

chassis interfaces protocols services system etc. 



Less 



bgp isis mpls ospf pim rip rsvp vrrp et< 



rnJS 

ion irrn - ™ 



8 



area larea id graceful-restart overload traffic-engineering et 



More 

area-range area_rang'e interface nssa stub etc. 



J! JLi-Lj Ja^u "tOp j-a^l j>jisluii tjlcSU S<)V-i->. 5^kr> /linn 

juib Sj>.aJi ci^>ijjjjb j^istji Level j^. 

as Juniper's JUNOS 



root# set interfaces emO unit 0 family inet address 192.168.10.1/24 



\ 1 1ft Mi ^jjJI SbsOiA ^ c^yi jjii Set j^si'l Cudisluii |_yL4 Ja».if 

jjjjX\ jjjl> interface ^5 W^>i c^iSj i^k- 

0-'.' U ". 4 ^ "''j 1 ^ ^jfJ^'l O-uS UbJLu^ IPv4 ^jij^'l ^jj LiJLaj Jjjjj-i^ 
jJo Edit ,J J^^fl 2ulS3l JlJLiluL j»^at Ja^u, ,'tftUl slk^Sf J^'jfl Jjjiall 



SI Juniper's JUNOS 



root# edit interfaces emO unit 0 family inet address 
[[edit interfaces emO unit 0 family inet 

root# set address 192.168.10.1/24 



Juniper's JUNOS 



root# show 

address 192.168.10.1/24; 

[[edit interfaces emO unit 0 family inet 



Show j-»jfi suuSLip^aijpj^Jiijid j!o^' *?->i5r 



[edit "interfaces emO unit 0 family inet] 
root# top 

[edit] 

root# show interfaces 
emO { 

unit 0 { 

family inet { 

address 192.168.10.1/24; 

} 

} 

> 

[edit] 
root# | 



NetworkSet 



o- 



Jl y& £jjJl I j$) in ilmll auv,ti ui ui.^ti ^ f jjji ibubuifi at^Vi'Ji 

s j^T-ti jjniui L^Jij jg tuiuji loUfi ^11*11 <J^. lS^ 1 overhead 

jjSb U-Lic. PPP Jl JjS^jjjj J jj h-iTJI jjji f jJJi f\, \-r~i ml j iaas3jj 
jjl Jjjtftj , ~ " ■- "■ ,jj J_t2 <^uu i fllgjaa /jjj klUil jbJl 

Predictor 

1993 j^NovellaSj^jsiAjj^iaj 

Jl (jjs jyjS-i ^jm!\ UVa PPP Jl JjS jJJjJ (jlc <b jj^> -bdubJl «bb jbJl 

<_yi$ g)L*ii i jjis dipmjVj Uauieibjf (j^jV cgl ji ^Usti^ Stacker 

Cibb-Jlj! ''.""j" 11 J jSj ji sJL»lj dJL> J H\ |JL» rtiujua JLaj Ujba sbbjiaS 
J! tffiUu& l-u a jjajj http ^" al j - * & ■ J 1 jj $ d^a Ui ^uu jl>I^ £jj jj 
5& eLi f»ybU JS^ wibb^JJ Ui.;. SjI or ^L> j»j2u^ u^is 3 - t^*— ^ l&jbsjjUseJI 
li Jba ijj> bJUji i«j i^j^l^ SjjiUI -IsbLuJI Usjj^t>5 «La jUaJl Cbb-Jb Li 'i"tl 
^j^s yj u ,U jj^at» ^Sb bbc tUaU*im^l fCu ,jl!l ^ djajbJ I CiULulJ "huuj^ ,_j£ 
jjJj^JJ UjlS j-stJJ t_^J bU USjui jj^j ljLJzI J Jot a JSbb LuJbeJ |JL> J^bu 
^yj <• 1 jJj^uLs JS j^s pd^'J JLUI JauljJI j_^Li. J->ji J_ ai> IJjfc J ^> 

JL> j 3] 4juib djojjia .jgi I ill j «juu a J^"'.' dbb_JI jlj^b 1 1 aJJL) Ui,;.U 

. UbU, bjS j US J->l j Cibb-JI CutS 

juijij us ^ MPPC J! 5ji£ Microsoft Point to Point 

Stacker Jl ^ ?l^ i"tl cLcajjI^itil jj^ib » ijelmJ (^Aj Jja^^jSjUs 3 alajl jii 

LZS 



Iff 




PPP Protocol 

Stacker - Predictor - MPPC 

Compression 



Feature 


Stacker 


MPPC 


Predictor 


UsesLZalgcrithm 


Yes 


Yes 


No 


Uses Predictor algorithm 


No 


No 


Yes 


Supported on HDLC 


Yes 


No 


No 


Supported on PPP 


Yes 


Yes 


Yes 


Supported on Frame Relay 


Yes 


No 


No 


Supports ATM and ATM -to-Frame Relay 


Yes 


Yes 


Yes 


Service Interwoiking (using MLP 









HDLC ju PPPji 1 <l»$caa (jAj hi^u ^jia (>» icajjia jji-.Stacker 
a^jji^i. it<i't"t j»tc jsij uijaciu<i jjS'% Frame Relay ji^q 
Abraham ^ js tAj^k ^t_j Lempel Ziv 
lAjj^iaijTerry Welch iajuu f»ia 5 1978 f»k. Lempel, Jacob Ziv 
JjS ^ cjjkLi jja PPP ji g Ljjjiwi tJiii ui )ZWL( 1 984 j»t£. 
^Ujj ^ jWjib Ut,^ a.iinis Stac Electronics ciLb^j as 
^ LZW tjBjj jSJ i(ji_i<i-v Wan ji ciif^s^j^jj^* UjiojUicipjuiiij 
oaji- >i _ji License \^»\AioiJ j»uii ^1 ^11 J uiaseiuii jjSjji 

ptSj^l^ j^4jjl ^5^13 J^^>- f Lb ^jLc. j»Lt JSLoj j jl ^iJl aJlA i)<i~iT"i 
a^jjI^JI DJA ^ I jyS jJ Ja^5 t(j ..■>« UljJl j Sjj5lIII sLuiifb IgllJLiluil 

ijjl ^4 CiLuabj j^jJ J! AJujJlDI sj^b J^sejj^J j^huul\ jyibMJI 2uiuSj 
Ut^bs^ Jl JL»1! I jj iajljjl I jjs JM» j^J l^Tu.aA5f LjjJLc J$ jjbJb ^ussll ^ 
jjSLbb ^bbJl ^SjiaJI Jl J^IJLaJI a -US ^ rtitob JUji pjut J^IJLaJl JjSbb Jju 
ji Oi-^ SjUl dbLuJI ^1 ^jl JS laAta pjb ^JLUb^ Lis jbuib bla^ * (j " (['* 



Static Route ji jit Dynamic Protocols j& o^s 



o 




Unknown ADji ^255 o£ jW* 1 ' ^ ^ 
jj i^boL, c^aj^ a c iUL>. lAjjiaj^ jjjjJi ifei iM»ij ^ij Router 

Routing Table 

Default RouteJi f \mJu ^ jij Ujb jj ^jJI J sLbLJl «Lib>- Sfl Ui 

AD 

Default ji ^ a_.au-, « j_\syi Lpjjiti ^15 iojiiji aju>jfi ui 
ji ois Dynamic RouteJi ^ y^iaJi ADji ^ j u^ib Route 
Uaji AD=1 10 l^Ioj ^ OSPF j^>->» Default Route 

? JseJb Jjji .MjM j yb Ui ^Jjiail Jl^uJJ tbJUl^l jjl J ^sb)I ybjOSPFjIJj 




iliatjjl Jju^ jj2fl o-lb J M» <0 Jl»I f&J^ ^yuibJ cCUUi jbtus Jl^u/ 
JSJ jl ,-aJub USj} Jl^uJI IjjSs («SSjLui ji f^JI -ijjIj l_.?iU-, ^ ^U, CiJL»j 

Administrative Static Route jj 3 Routing Protocol 
jiyji $ cibLuJi jjjMjd jj ^jJi rt_iir iniij (jSJ j*.jfi yb (>» jjbii Distance 

: djuiu rjUj (jj jJI 

u^i j^i-P 1 Routing ji ibifjS>ijjj jl>! jij^'b j»yb ujbc iju 
Static Jij»iJLkiu,!ju>. (>» Default Route aibbb Lai j»ybj OSPF 
ip route 0.0.0.0 0.0.0. ajajjjai SjU^ji SjI^ o^Sj Route 

Default Route ji o^sbO 
0J S2 (jiiij Routing Table ji j 

Jsti5( JS Ujla ) 0 jSliJI (<i(jh") ,») JL> J y JiyJI Ssl jd( ? Ua*?u OSPF 
jjjjjl f>yb Cub Jjjta ^Lui ^jic £>Luujj t. l _ y di ijjSi ji' 4jvjU jSUj Ji^j 

aiUua jutJ ijj jb> >>is Default RouteJi j^. jUb^sfi jaj <u,Lb'b 

.{«5bU I jl>i AjJI cLubS Ji j jSb ^^lajl lS jJI Jl^iJI 

(_Jx i<wi_ ji jji Dynamic Protocol ji uU jk> jjjjJi ,uiij 1 ju 
Administrative Distance ji oi I*!*!' j-» Default Route ji 
ji bxsu j_jjlu *j^s Jj^jjjjj tst (>« jai default Route ji ^ y^isJi 

?AD=1 Static Route 

Jl jl J^Aj ^j4>5 Ji^' v>* jCbai (sj _j53 CibU-! CiJL»J j-tauaHlj 1 " it Ml Jju 

Dynamic ctfjS>ijjj ^ j^>>« o^sb Ujbc Default Route 

AD=255 Protocol 

_ili"-..,Jb 4j^U- <Uj j£ 4Jcm J jl NetworkSet 



o- 



co 




231 JfQVO 





d^j^Jl laLfl.'Jl jdM (J! jyiii L_b9-I tjj^-'i 

0000.0000.0000 juji jSLai jit l-u<u oi lh^I ^ui 1- 
Mac of blocked pc Ji o<Sj -^2^2- 
Destination mac address 

IN Or OUT "himI (jiuuSs!! j.v u ~ djjj fJLl jLiIi-Li j» jiill Jc3- 
^jLol jU a S I g j . 1 f J.'.'^"' JUj-j ^,101 J V ^nit **■-_;* j Juu - *J'~'' 

show mac access- juji jj'sii ,'ijhM.i jvjnj iiiii ^ L>< m<sy( ^ jai5- 

group 

show macaccess group juii j^Vi u \inu;(»j)aj.iM<.J ^^uuSid cibijid jjJ6- 

31Cha 



Mac access-list jj ^Lbei ^ 

j DHCP Jl j>u (jic —Ac.! Jl*2*j bLuvi 3 j-Ju-aJl^ 3 jjj£J1 CiISLluJI — dii JbtS 

ljIj^j^lu J| JjLta^Jl u w4 3Jj4>^i u^H 1 & L4 JL> Ja j '» l3^±u ■ -uj_>- o'.9^ 
AJ^l l£j aaJl JstJl ^ Uuia Mac aCCeSS-Hst Jl _a*ll 9 Cu jOS^l Jl J j*3$Jl jjls. 

) U >i^jJl J! JjiOjJl {y> VTP Jl CDP Jl CtfjSgJjjJ £Ji *?-L*bej JL3j 

^jiuiiS^I ajLoSj V^i l^^uij j^-j - 5_}4fvi la9 Lc 5 ^SLiJl jj. iU "',' ^^2uj Jjsf) JLilt _l>LJ iJJ 



mac access-ret extended BLOCK_MAC 

deny host <MAC of blocked PC> host <MAC of Gateway 

permit any any 



interface fastethernet 0/ 1 

mac access-group BLOCK_MAC in\out 
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|M(gfcW(Q 




evice Vu 




jLjSbU J^j-jJi t>«S^u ijaJi cs-r*-^ 1 ijSl^H ^LULij Sjjj^aJl jJlc ^ft jjjil juij j>JLc* 

dL^iaJl <jja j-<U ^j^ulj J^uil 5 juanll j-Jl CiUiS (ABCD) 5 jvuaia jj>>a <UiS ^Ijielul* 
( .. kj2fl Jjla ) jjuJI cUiS ^ " Ciia^ijLa {>' - 

iclftJS 4^jJL« (j^a ^jSLftlu o jJl j^Ujil^ i CibLoslt ^ftjJ jjj-lt ,_>uiu ^tJbelLml* 

. jUjJtJl jl —iLuJtJl J! J jifc-JLil j" " 5j£J juaj jjj-ll jj^jJuj ( jj^il A-o-lS ,jjjjG* 

^yijl jaa^l ljUsbJI -2 

. JLgsell JlJLcl ?ui»c a!2U-! j^i dlljj aLiIS AjjUI CiU>.^Ls MITnj SjIcj) j^r<J> 

tuiSlj a^U. ^^^t^Ii^VI -jL*jtJI jif i dull J^sipl ^ i*^-Lgl' j^AJ Ji^ 1 u^d^ll j^iuuj 

Default user: admin 
Default password: 1234 

back door ji 

: j^iifljjiaj back door ji s L£ui 
pis^i |»i Trojan horse ^i worm^i ^jj^ii (•ijbBiuLi («-i«li JjS o-» j 1 ^ 1 l^ - ! 

. back door ji uu> 
. ji^aJt j«u i^jJi jjiU jji %-»ju> JjS ,>» back door 

Privilege Escalation CiL^^Laii g^>i-3 

jjLuall Jl JjuajJl j^i" 1 ' dSLuiJl 5j4?-l J§ ~ A * 11 ^ulj>ll j jjuJI J*ililu<t tjSL^I 



.default account ^\ ^u*3i * weak password J3j x\ 2uis . in*,* j^iiuj 
. privilege escalationcjU>M-a3i back doorssuiiiJi 

J^jX\ iLfliS t *n^ir>- 1 

MJ ^ a JaJl ^ ( jj_4Jbe2uii,1 cLoiSLi 5u-4j&4 jjSj 5jLc 45LmJl 3J>4^- 

. Ljj \'»l'j LjjIjIjlc.1 j^aajj 

J_Lgj ■ ^U'A; jjjjLi tLaiiu iJli^jJt j) Ljjl V| Jj^l ^li-Ul la^- j>l*J jj (%£jJLlj 

jjjit £Ui£ jjG j«Jo V ji L-iAJ i LjJ Ju-a^jJt i3-4 ,jJ^>.Ljit j i Jjjil tfUlS Ajjju cLaj jL**JaJ_ 

Paradox _j ,^^2 <> j^iaj l*a t jSU . up^ J^^j t^^W 

. passworc 

1_L2i j£JG I-Lx —muaJl J-4 djlj3 t jlSLa jji j LpjLlS ^_LC^ jjji* <Ul£ JUjOAJj Jjla (aijJLua 

. _>5>ll ^iUiS £^jJ 

cui£ AjjJ jLj*. JS |* t fj"„' t j3'" * — ^ *j4t vI 3 Ac ^jISLluJI ^^jju i—ilcl jd s^UsbVb 

JLaj t {j-aJJl <A-LuL4 3jJj2 Jju I^jLjjv^Ls *■" j«j LjAi£>j («JLi jjj-ll CiLoiSjj , 4u*aL> 
jjjJl (*Uitlujl ^Jl4J 5j4^ifl ^uuj . 5_U_Lv jJj-a ^UiiS cLujt l-du L^JLjuj t j^i 

jlfl ^JLULij 4 jLjstlJ Jj>.oJl Sj-4 JS ^ Ji>il ^^eliiill jocj L$j| ^1 da ilinl 

>S_ijj j»i JoeiLJ Jasu Uj» i 5j4^-l SjjlI j!j_4jLujLi SjUJbfcJl jjjil *ui£ L? lc jcu ^Jbuul 

. \Jl>- ■— ij.ua jjj-ll CiLoiS 

vjUIS j>)Jbclu/b jj^j^nj CiLSuiJl ^5>j-U >_ti£,i Jjl> ^ L r i_Luj lIljIS ^JojLJI J^f^aJi JS 

Aj-ijj^Jl ^tJbdufb (ft^Ljll j*^2lJ ) . jj^uJl jt j»blfl frUuil JiLa IcLaLc CjUIS ^tJLieluit* 

• ( JiJ-^l J^AS l>9 lc. JJLcbu d_abJl CiUiSi 



4f 



NetworkSet 
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m HACKING 



^Jx iiisH Jii\ <Ud>ill <U«u ^ uu&UI ^i&j <^«JI J UbU^ m^I^JI JS <UJ Jflji f^u a^M pmtli lift 
<u$j) wylS ^u} J'^Jl ^ Jm\ jUa J^aj* iiuUJi (U^JaJI ^2 Jui^ <ud£ ^JL ^/ij &uJf 




EIGRP & OSFFji m ,4 Authentication i <y 



4A£ 



(5 Authentication ji jIji£.i ^ji* 
co^j^ jtij OSPF jij EIGRP ji JjSjjjj^ 

JLujb ftaj (j-ujitii JLvi Ifl' 0 !, »<t 3] J^stSJLi 


'^ft^jsi/i 61 9/30 172.16.1.10/30 j^^^j^ 







c 



IOS 



Router#configure terminal 
Router(config)#interface serial 0/0 

Routei (config sub"rf)#ip authentication mode eigrp 10 md5 
Router(config-subif)#ip authentication key-chain eigrp 10 networkset 
Router(config-subif)#end 



networkset 

^ cibULcWl ol J! jj"! v^'i EIGRP JI JjS^jjjj jIjlcI (yt I'ljd'M j£ 
JjS^jjjjJI ji JtHl 2ljIju J Li jjil UV°i OSPF JI JjSjjjjJ a.mi'itb ui 

Simple Password ji Authentication 

2ujiiJi aiijiaJii Clear Text js^i ^ j^i 2uis juj ^uj Auth 

5 jj^jt ju,j3 ^ MD5 3 i Message Digest Authentication 

ujo£ jiLu ^ Smple Password ji aajjia 

Point to-Point jjiLu J^" 1 .* j^*^ 1 * n^*;; oN"*" * o'-Ajj-" oj^j 

: JLUI JSiJI jj juijlj US 



Authentication ji y >ii ^ ^ jSJlj cibid^i ^ ^Km j^a 

i>,jj jsLiu Simple Password authentication : j/sfi 
IS-IS, Clear-Text 

.OSPF, RIPv2 

^ MD5 ji Message Digest Authentication r^uui 
RIPv2, OSPF, EIGRP, BGP ■. sljuji^jS^jJi i^jL^jjajiLi^ 
OSPF, RIPv2 ji g us oijjfi ^iS^ijj o' us^ 
.EIGRP, BGP, T*s njai^ uv.».i^ijcj-.p/-.i-! jj^jS>ijjj^JLiAj 

USj EIGRP Jl a^abJI jlJLtjfl 2lnjjia ^Uyi Ucj^j^ J! 0^1 J*iJ 

Lja.^u ijj Simple Password ji fu:^ EIGRP ji oi Jj£ o- 4 
«t!^>. j-aj Key-Chain jjii^ii ^li- ^liis jij^L j»^aj oi ^ liJ^ 

'flt^.'J * I J^ju Js^u lAJbuj JjSjjjjJb cU^lisJl j^uJl 2laiS JJLsej J^u, 

^liail Ja«j ^j! i Juui I jJ J^S ^jjjJLi 



IOS 



/ Rl 

' - ^ 1 



192.168.1.0/24 



Router#configure terminal 
Router(config)#key chain networkset 
Router(config-keychain)#key 1 

Router(config-keychain-key)#key-string networksetpassword 
Router(config-keychain-key)#end 

jUii-'b (^jj^i jji j Configuration Mode ji j j jJi 

dJtiJI jj>ifl ^ Lai O'j-^ijJ' jj 71 .' 1 ^" " J jSLj ^'i J'^^JJ ^l"holl (aSj^ 
s^laiell Ui ^IjjjjJl ^joj -It-." » j jSj j-uJI ^LoiS jLtli-i J^-i 

^ jjl ^Llall lajj > J r >i _wJ ^5 jJj>!' « J '"j ^ jjl ,'lh'iU ^z. (<sjj AjuLJi 

•. ^is ^ EIGRP ji sjij£b lus 
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Routerl(config)#interface FastEthernetO/0 
Routerl(config-if)#ip ospf message-digest-key 1 md5 NetworkSet 
Routerl(config-if)#exit 
Routerl(config)#router ospf 1 

Routerl(config-router)#area 0 authentication message-digest 
Routerl(config-router)#exit 

jaiujia Authentication ji oi cy >»&fi 



Router#show ip ospf interface fastEthernet 0/0 
FastEthernetO/0 is up, line protocol is up 
Internet Address 192.168.1.1/30, Area 0 

Process ID 1, Router ID 192.168.1.1, Network Type BROADCAST, Cost: 
1 

Transmit Delay is 1 sec, State BDR, Priority 1 

Designated Router (ID) 192.168.1.2, Interface address 192.168.1.2 

Backup Designated router (ID) 192.168.1.1, Interface address 

192.168.1.1 

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 

oob-resync timeout 40 

Hello due in 00:00:04 

Supports Link-local Signaling (LLS) 

Index 1/1, flood queue length 0 

Next 0x0(0)/0x0(0) 

Last flood scan length is 1, maximum is 1 

Last flood scan time is 0 msec, maximum is 0 msec 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 192.168.1.2 (Designated Router) 

Suppress hello for 0 neighbor(s) 

Message digest authentication enabled 

Youngest key id is 1 



Simple Password Ji ^ 2Loti)i ciiideSib Luj Js^aj 



Cisco's IOS 



Routerl>enable 
Routerl#conf t 

Routerl(config)#interface fastethernet 0/0 
Routerl(config if)#ip address 192.168.1.1 255.255.255.0 
Routerl(config-if)#ip ospf authentication-key Networks 
Routerl(config-if)#no shutdown 
Routerl(config-if)#exit 
Routerl(config)#router ospf 1 

Routerl(config-router)#network 192.168.1.0 0.0.0.255 area 0 
Routerl(config-router)#area 0 authentication 
Routerl(config-router)#exit 

urfjin jujj *U<.M * £j> S(_yi]l (jnn'l) fJAJJ ijjbJI JJJjJl jj! 0^' Aaij 



Router2>enable 
Router2#conf t 

Router2(config)#interface fastethernet 0/0 
Router2(config-if)#ip address 192.168.1.2 255.255.255.0 
Router2(config-if)#ip ospf authentication-key Networks 
Router2(config-if)#no shutdown 
Router2(config-if)#exit 
Router2(config)#router ospf 1 

Router2(config-router)#network 192.168.1.0 0.0.0.255 area 0 
Router2(config-router)#area 0 authentication 
Router2(config-router)#exit 

o< >ji>" m tA* 5 ij^'i Networks 2uis 20^>^u ^Axim^ 

Authentication 



Routerl#sh ip ospf interface fastEthernet 0/0 
FastEthernetO/0 is up, line protocol is up 
Internet Address 192.168.1.1/24, Area 0 

Process ID 1, Router ID 192.168.1.1, Network Type BROADCAST, Cost: 
1 

Transmit Delay is 1 sec, State BDR, Priority 1 

Designated Router (ID) 192.168.1.2, Interface address 192.168.1.2 
Backup Designated router (ID) 192.168.1.1, Interface address 
192.168.1.1 

Flush timer for old DR LSA due in 00:01:09 

nmer intervals configured. Hello 10, Dead 40, Wait 40, Retransmit 5 

oob-resync timeout 40 

Hello due in 00:00:02 

Supports Link-local Signaling (LLS) 

Index 1/1, flood queue length 0 

Next 0x0(0)/0x0(0) 

Last flood scan length is 1, maximum is 1 

Last flood scan time is 0 msec, maximum is 0 msec 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 192.168.1.2 (Designated Router) 

Suppress hello for 0 neighbor(s) 

Simple password authentication enabled 




Cisco Systems 






512 MB (installed) / 1 GB (max) - DDR SDRAM 


Flash memory 


128 MB (installed) / 512 MB (max) 


Type 


Router 


MAX Transfer Rate 


1 6bps 


Encryption Algorithm 


DES, Triple DES, SSL, 128-bit AES, 192-bit 
AES, 256-bit AES 


Supplied OS 


Cisco IOS Advanced IP services 


Digital Signaling Protocol 


Wired 


DCP 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Protocol Remot 


SNMP 3, SSH-2 


Interfaces 


2 x network - Ethernet lOBase- 
T/lOOBase-TX/lOOOBase-T - RJ-45 j 
2 x USB | 1 x management - 
console | 1 x network - auxiliary 


Firewall protection, hardware compression, hardware encryption, VPN support, 
MPLS suDDort, content filterinci. URL filterina. OoS, Dvnamic Multipoint VPN 




RAM 


128 MB 


Flash memory 


16 MB 


Ramer Table of MAC Addr 


12K entries 


Authentication method 


Kerberos, Secure Shell (SSH) , RADIUS, TACACS+ 


Interfaces 


management-console RJ-45 2 x network stack devicet 


Connection Type 


Half-duplex, full-duplex 


Data Rate 


100 Mbps 


DCP 


Ethernet, Fast Ethernet lOBase-T/lOOBase-TX 


Protocol Remote 


SNMP 1 , RMONl , RMON2 , SNMP , Te lne t , SNMP 3 


Number of Ports 


48 x Ethernet lOBase-T, Ethernet 
100Base-TX 


Flow control, full duplex, routing, IP-routing, DHCP support , auto-negotia- 
tion, ARP support, trunfcing, load balancing, VLAN support, auto-uplink 
(auto MDI/MDI -X) , IGMP snooping, manageable, IPv6 support 



RAM 


256 MB (installed) / 1 GB (max) 


Flash memory 


64 MB (installed) / 256 MB (max) 


Protocol Remote 


SNMP 3 


Type 


Voice / fax module 


Interfaces 


2 x network - Ethernet lOBase- 
T/lOOBase-TX/lOOOBase-T - RJ-45 j 
2 x USB | 1 x management - console 
1 x network - auxiliary 


Encryption 


DES, Triple DES, AES 


Supplied OS 


Cisco IOS SP services 


OS Required 


Microsoft Windows 98 Second Edition 


DCP 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Voice Codecs 

G.711, G. 723.1, G.728, G.729, G.729a, G.729ab, G.726 
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CISCO 3845-HSEC/K9 




Catalyst 3750 48TS-E 




CISCO 2821-V/K9 
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a— NETWORKS I 



Maximum security policies 

384 

Maximum users supported 

Unrestricted 
Fixed I/O ports 

8 x 10/100 

CX111 3G Bridge support 

Yes 



JUNOS Software version tested 

JUNOS 10.0 

Firewall performance (max) 

650 Mbps 

IPS performance (NSS 4.2.1) 

60 Mbps 

AES256+SHA-1 / 3DES+SHA-1 VPN perfor 
mance 

65 Mbps 
Maximum concurrent sessions 
16 K (512 MB DRAM) / 32 K (1 GB DRAM) 
New sessions/second (sustained, TCP, 3-way) 

2,000 



SRX 1 00 



Intrusion Prevention System 

* Stateful protocol signatures: Yes 

* Attack detection mechanisms: Stateful signa- 
tures, protocol anomaly detection (zero-day cover- 
age), application identification 

* Attack response mechanisms: Drop connec- 
tion, close connection, session packet log, session 
summary, email, custom session 

* Attack notification mechanisms: Structured * 
Worm protection: Yes 

Simplified installation through recommended 



Firewall 

* Network attack detection: Yes 

* DoS and DDoS protection: Yes 

* TCP reassembly for fragmentedp 0 |j c j es .' y es 
packet protection: Yes * Trojan pro tection: Yes 

* Brute force attack mitigation: Yes 

* SYN cookie protection: Yes 

* Zone-based IP spoofing: Yes 

* Malformed packet protection: Yes 



^Juniper 



ScreenOS version tested 
ScreenOS 6.2 

Firewall Pert (Large Packets) 
160 Mbps 

Firewall Performance (IMIX) 
90 Mbps 

Firewall Packets Per Second 
30,000 PPS 

3DES+SHA-1 VPN Perf 
40 Mbps 

Concurrent VPN Tunnels 
25/40* 

Max Concurrent Sessions 
8,000/16,000* 



New Sessions/Second 
2,800 

Max Security Policies 
200 

Max Security Zones 
8 

Max Virtual Routers 
3/4* 

Max Virtual LANs 
10/50* 
Fixed I/O 
5x10/100 



Mini-Physical Interface Module (Mini-PIM) Expansion Slots 2 
Physical Interface Module (PIM) Expansion Slots 0 
Enhanced PIM (EPIM) Expansion Slots 0 
802.11 a/b/g 
Optional 

Convertible to JUNOS 

No Switch SSG-550M 
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□ □ -□ □ □ □ □ 



o 



Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



* Junos Software Version Support: Junos 
Software 9.1 

* Firewall Performance (Large Packets):1.6G 

* Firewall Performance (IMIX): 600 Mbps 

* Firewall and Routing PPS (64 Byte): 225, 
000 pps 

* 3DES and SHA-1 VPN Performance:600M 
* Concurrent VPN Tunnels: 512 MB / 1 GB 
DRAM 256/512 

* Maximum Concurrent Sessions: 512 MB / 
GB DRAM 64K/128K 

* New Sessions/Second: 10,000 

* Maximum Security Policies: 5192 (1 GB 
DRAM) 



Fixed I/O: 4 x 10/100/1000 * BGP, OSPF, RIP, Static, ECMP: Yes 



' Maximum PIM Slots: 6 
" Maximum EPIM Slots: 2 

Router J4350 



Multicast, PIM SM, SSMJGMP: Yes 
Maximum Number of Security Zones: 50 
Maximum Number of Virtual Routers: Yes 
Maximum Number of VLANs: 512 
PPP, FR, MLPP, MLFR, HDLC: Yes 




Data Rate 

* EX3200-24P/24T: 88 Gbps 

* EX3200-48P/48T: 136 Gbps 
Throughput 

* EX3200-24P/24T: 

65 Mpps (wire speed) 

* EX3200-48P/48T: 

101 Mpps (wire speed) 
10/1 00/1 000BASE-T Port 
24 / 48 per platform 
100BASE-FX / 1000BASE-X 
(SFP) Port Densities 
4 per switch (via optional four- 
port GbE uplink module) 
10GBASE-X Port Densities 
2 per switch (via optional two- 
port 10GbE uplink module) 



Resiliency 

External redundant power supply; internal 
field-replaceable power supply; field- 
replaceable fan 
Power Options 

* AC: 320W, 600W and 930W autosens 
ing; 1 00-1 20V / 200-240V 

* DC: 190W; input voltage range 36V- 
72V; dual input feed 

Operating System 
JUNOS 

QoS Queues / Port||||ll||C|||| 

8 

Traffic Monitoring 

sFlow 



tpUHH 



MAC Addresses 

24,000 

Jumbo Frames 

9216 Bytes 

IPv4 Unicast / Multicast Routes 

16,000/8,000 
Number of VLANs 

4,096 

Switch EX3200 

mi 




p 
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g^fli4jy»jS 4%fr jy cilsLuMi ^jo^ jl^ id* te 3jJ d\ ci^fjSjjjjJi jl^i Routing Information Protocol : RIP 

|JL& JLaj.3 

jjSfi t^Lo* j juiaj Bellman-Ford Algorithm 2ujU*. 2ui»£ juIju jaj Distance Vector JjSjjjjJi 

. VI, V2 jLailiiwjljlJLual 1MI9J 3A3 JajL^Jl JI JjJ^sjl! £tHl wi^Jl j_LC ^it jLu_4 J^i^i jUlxi j 

2uUc (>c 2d^>*di ci^jjjjO) Laji jaj Enhanced Interior Gateway Routing Protocol : EIGRP ^ 

jKw*j 9 advanced distance-vector Jjlj 3A3 Vifl^l <Ajj4>-i jdLwa] Bj-ljlaj-1 3^111 j 111 rt£juxi CmL3 (jilt Cl^fjSjJJjJl JL>.I 3A3 4_l»3jJ) 

<>aai uL> j^i (>a SjLnjLa 5jlc (Jlc juiau ,^13 Diffusing Update Algorithm 2ujU*u>- aJuc jlc 

.Bandwidth,Delay,Load,Reliability,MTU,Hop Count 20*,^ 



ciisLuiJi J utJbBi«<! _psjf) jbuj a^jjjdi <u*_9iJi ci^fjS^jjjj ^ >»T JjS^jjjj Open Shotest Path First y^aujs OSPF 
j&s Dijkstra's algorithm 2ujU» 2uUc <jlc ju-uuj Link State 3A3 ajJLUi aMaft sj^i ^jCuaa jsj ^uu aj^s 

5j4»>yij afitttiW sbi £flj ^ lAjj.! (jg jlcLuj (jill^ Area (jlal i a ji j»Lu2i ajbtt Sj4>.*sfl fsjmrn AjjlSLsi ajj^jU 

ji ossj ^jjLug *u?->ui ci^jSjjj^ jl>i jaj Intermediate system to intermediate system s ISIS 
ji jjS (jic daTuu ^1 tViin « jlxj («j j jS jj^jj jAij j>«^i j^ju ^ i^jjS rt imj <Gi ^ji>- OSPF ji ^jjLa <\ S jj > Li nl state 
IP ji JjSjjjjj^ju Intergrated IS-IS^jlj *i4 jjka^jj^swJUu^ CLNP^ju jjSjj^^jLai^jj^jjutsjJiIP 



us jl^uji j»iJbsiaiMJ ^ 4j*jUi ci^jjjj-i Laji JjSjjjjJi ija juu Border Gateway Protocol : BGP 
js <u*>u j»^aj eJUULij jj^aJi ip^n autonomous System ji 

l^coj *Luil Sjlc L3 it. juIajj path-vector jlxj ^3 juu jjl JLaj2fl ji jiiljil jiiuaj Jiuj l2u j_u^I («JLc j diJoej jjlil abllall 

q . cuSuu jLom* j<i»ai jUi>.i ^ sjlcUj Attribute 



ciiSLuiJi ^3 joj^i A ^aisiouj ^u* j»iii ci ^ j3 3j _i ^ >i.T j ^3 Exterior Gateway Protocol ^uu^ : EBG 

. BGP Jl J3S3J3JJ j3^1i Jju JLcLalU J^'3 1982 ^U. _>4ki t,_ r jJi - h-'«t 1 lt^V^ i^- 1 -^ J i^3J3j T i 3^3 4_dLaJl 
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JLujLj LaJ US diSauIl ^fljjla (JJ dJalubSJLa rf'v nfill JL3 ^^IJl JSULlI (jisjjJ (t) infill I Jl& j-*.,"^*-"' Ja^ui 

. i^jjjibJi j^s^jcojju^ ^Ldj magazine@networkset.net zo^ai jljj_> jk. 



i_9$-uj sSJJI AaJuoJI JuJc*J3 dJjLj^r i_5^1c gbobjJI IaA 



^ TFTP Jl i_SvJ L>aL> >9><-uJ i...;.^)ii3 iljLcU fi<£\ >.6.;f> ! Jlj-xjj 

. _>jo\JI i_sv£jul3 c uJ-C JjCXSJ 



http://tftpd32.jounin.net/tftpd32_download.html 
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gjo <^l^jujJ\ ^^JLc 6i3^r9joJI 6_>^>\JI Jqjj3 .jj^jj-d^JI jLj^aJ q5L-..y,i 0^3 h. .<n 1 j1uj3^u c*jjjL»i)l c*i5J dLsljjJI clsI^jo ,_\JI j Ion c*jS3 dblSuo 

_>9_ > j_ji*> CjLJulJuU Cju03 3I /)-V.>-i-..U.O JiJ dLvSljjJI OijL>3 CCPROXY gtjobjj V .;.iOi3 JuJl^JI <*5L«jiiJI C__03 t _>jJUJ3-iujJl3 l jjajiJ3joaJI 

J-^L> _>j£ ,_0iSJ3 oiLjjJuJI obyijuMua _\JLcl ,_JI c*ijjJ3_ > SijLo3 35_i.i.l;-i.o oliLj_»i) ,_v9 >ouLjuj[ 133^3 mcp,ccna ^jJLc J-^L> LI: Jlg^uj 
Jj>- _nJLc v1)jleLuoj CCIE Jjjo 6iLp_Jii) _nJLc dJJ3.1T> _i) i_9ljjl £5-03^ 3d) £3-<o3joJI Ia^ o\J c uJLc dLjj>-l vlsi^ Ijui Jl3-..u.ll i-93->.o iv's^r 

V ul5uo i_Sl _>33 oLojj3S 1-SI3 Ijjl (_SLj olj>-i^i.i.JI Jbto J3>aJI JujI ^bjlil olo3iao3 /vloi ujJ3J_)JlSij (.sJLc _-^>L> bl : J 

i-SJujOjaJI JiLc iLjujiU £3^03^1 \l£> <Jy> oilLiLoJI _-° °dLuuLu< dJLfii ^JbexJI ljJLc gJJol :vls^r 

Lo| vbS ssl _nS jbjauo Trubleshoot Jl 6iLg_^j ^Ij^ jujt iJI^ 
CCNP TSHOOT 642-832 Official Certification Guide 

si 

Troubleshooting and Maintaining Cisco ip networks (Student guide yl&v2) 

V J3MJ Lo LC3J bjgSSjJ) _svjl gjo oLo3.L?.o i-xC9jLmto ,_^i5ioj iJjOouuI /J^pjls 
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